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 Abstract. The relevance of this study stems from the need to rethink approaches to ensuring the financial security 
of economic systems in the context of digital transformation, increasing geopolitical instability and growing systemic 
risks. The aim of this article was to examine the transformation of the financial security of economic systems in the 
context of the digital economy, based on the integration of institutional, risk-oriented and digital approaches, as well as to 
summarise European experience in countering financial risks and threats to financial security, and to identify opportunities 
for its adaptation to the Ukrainian context. To achieve this aim, methods of theoretical generalisation, content analysis 
of academic and analytical sources, and systematic and comparative analysis were employed. The application of these 
methods made it possible to examine the evolution of academic approaches to the interpretation of financial security, 
to identify the characteristics of its transformation under the influence of digitalisation, and to carry out a comparative 
analysis of threats to financial security in the countries of the European Union and Ukraine. As a result of the research, an 
original interpretation of financial security as an integrated property of the economic system is proposed; a mechanism 
for the interaction between the macro- and micro-levels of financial security has been developed; and an integrated 
conceptual model of its transformation in the context of the digital economy has been formulated. It has been established 
that the digitalisation of the financial sector is significantly altering the structure of threats to financial security due to 
the intensification of cyber risks, technological dependence and the impact of digital infrastructure on the resilience of 
economic systems. Differences have been identified in the structure of threats to financial security in the EU and Ukraine. 
It has been determined that the modern European model for ensuring financial security is based on the principles of 
digital resilience, institutional coordination and proactive risk management. The practical significance of the findings 
lies in the potential to utilise the proposed approaches when formulating state policy in the field of financial security, 
developing strategies for the digital transformation of the financial sector, enhancing digital resilience, and adapting 
European experience to the conditions of Ukraine’s post-war economic recovery
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 INTRODUCTION
In the current climate of digital transformation, geopo-
litical instability and rising systemic risks, the financial  

security of economic systems is becoming particularly 
relevant. The traditional understanding of this concept 
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modern resilience should be viewed as the ability of eco-
nomic systems not only to recover from crisis events, but 
also to develop new mechanisms for growth in conditions 
of prolonged uncertainty and military risks. The findings 
of the study confirm the need to take security and military 
factors into account when assessing the financial stability 
of economic systems. Alongside the development of con-
cepts of systemic risk and resilience, a separate strand of 
contemporary research focuses on the impact of digital 
transformation on financial security. The BIS (2023) report 
analyses the consequences of the proliferation of financial 
technologies, digital platforms and the activities of large 
technology companies in the financial sector. The report 
concludes that digitalisation creates new opportunities to 
improve the efficiency of financial services, but at the same 
time gives rise to additional risks related to cybersecurity, 
data concentration and the technological dependence of 
financial infrastructure. These findings highlight the need 
to incorporate a digital component into contemporary ap-
proaches to ensuring financial security.

Thus, the results of recent research demonstrate the 
evolution of approaches to interpreting financial security 
from ensuring macro-financial stability to understanding 
it as a multi-level characteristic of the economic system, 
combining risk-based, resilience-based and digital ap-
proaches. At the same time, the digital transformation 
of the financial sector is creating new challenges that 
require the further development of the theoretical and 
methodological foundations for ensuring financial secu-
rity. Despite the significant contribution of the studies 
cited to the development of financial security theory, a 
number of aspects remain insufficiently explored. In 
particular, most studies focus on issues of financial sta-
bility and systemic risks, as well as on the resilience of 
economic systems, whilst the interrelationship between 
institutional, digital, geopolitical and financial factors in 
the transformation of financial security has been studied 
only in a fragmented manner. However, aspects relating 
to the integration of risk-based, institutional and digital 
approaches to ensuring financial security, as well as the 
adaptation of European experience in ensuring financial 
stability to the conditions of Ukraine’s economy during a 
period of digital transformation and military challenges, 
remain under-researched. The aim of this article was to 
examine the transformation of financial security in eco-
nomic systems within the context of the digital economy, 
based on the integration of institutional, risk-oriented 
and digital approaches, as well as to summarise Europe-
an experience in countering financial risks and threats to 
financial security, and to identify opportunities for its ad-
aptation to the Ukrainian context.

 MATERIALS AND METHODS
The methodological basis of the study was an interdisci-
plinary approach to the analysis of the financial security 
of economic systems, which combined institutional, sys-
temic, comparative and risk-oriented approaches. The ap-
plication of this approach was dictated by the multi-level 
nature of financial security, which is shaped by macroe-
conomic, institutional, geopolitical and digital factors and 
is undergoing transformation in the context of the digi-
talisation of the economy. The study utilised the methods 

through the prism of macro-financial stability no longer 
fully addresses contemporary challenges, as the digital-
isation of the financial sector amplifies the role of cyber 
risks, technological dependence, data protection and the 
resilience of digital infrastructure. In these circumstances, 
financial security should be viewed not merely as the finan-
cial system’s ability to maintain equilibrium, but as a mul-
ti-level characteristic of the economic system, reflecting 
its capacity to adapt to financial, digital, institutional and 
geopolitical threats. This issue is of particular significance 
for the countries of the European Union and Ukraine. The 
European model for ensuring financial security is gradu-
ally shifting towards a combination of macroprudential 
regulation, digital operational resilience and proactive risk 
management. For Ukraine, the relevance of this research is 
heightened by the impact of the war, macroeconomic in-
stability, the destruction of critical infrastructure and the 
need to adapt European experience to the conditions of 
post-war recovery. This necessitates the development of an 
integrated approach to studying the financial security of 
economic systems in the context of the digital economy.

The study by G. Gorton & G. Ordoñez (2020) focuses 
on the mechanisms underlying the formation of financial 
cycles and systemic crises. The authors concluded that pe-
riods of financial growth can have both positive and nega-
tive effects on the economy, depending on the nature of the 
accumulation of credit imbalances and the quality of infor-
mation in financial markets. Particular attention is paid to 
the mechanisms by which systemic risks spread among fi-
nancial institutions. The study’s findings confirm the need 
to take systemic risks into account as a key component of 
modern financial security. B. Walker (2020) examined the 
nature of resilience as a property of complex systems. As a 
result of the study, the author concluded that resilience lies 
not only in a system’s ability to withstand shocks, but also 
in the preservation of its key functions and its adaptation 
to changes in the external environment. This approach al-
lows for a broader interpretation of financial security be-
yond the traditional understanding of financial stability.

N.  Nosan & S.  Nazarenko  (2022) investigated meth-
odological issues in the management of financial security 
within economic security systems at various levels of gov-
ernance. The authors justified the need to consider finan-
cial security as a component of a broader economic security 
system and concluded that it is important to coordinate fi-
nancial security management mechanisms across different 
levels of the economic system. These findings confirm the 
validity of a systematic approach to the study of financial 
security in economic systems. J. Haldon et al. (2021) ana-
lysed the historical experience of societies functioning un-
der conditions of crisis and prolonged stress. Based on the 
results of their study, the authors found that the resilience 
of systems is determined not only by their ability to adapt 
to change, but also by their capacity to undergo structural 
transformation in response to new challenges. The findings 
indicate the need to view financial security not only as a 
mechanism for protection against risks, but also as the eco-
nomic system’s capacity for adaptation and transformation 
in the face of long-term crisis impacts.

The relationship between resilience and sustaina-
ble development in a war economy was investigated by 
O.  Semenenko  et al.  (2025). The authors concluded that 
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of theoretical generalisation, scientific abstraction and 
content analysis of academic and analytical sources – to 
systematise approaches to interpreting the categories of 
“economic system” and “financial security”, as well as to 
identify the evolution of scholarly approaches to under-
standing financial security within the Anglo-American 
and European traditions. The institutional approach was 
applied to examine the role of the regulatory environ-
ment, the architecture of the financial system and the 
mechanisms for coordinating economic policy in shaping 
the financial security of economic systems, particularly in 
the context of European practice in ensuring macro-finan-
cial and digital stability. The systems approach was used 
to justify financial security as an integrative characteristic 
of the economic system, shaped through the interaction 
of macro- and micro-levels, and to construct a conceptu-
al model of the transformation of financial security in the 
context of the digital economy. Attention was paid to the 
mechanisms linking a state’s financial stability, the func-
tioning of the financial system and the financial security 
of economic entities against a backdrop of growing digital, 
geopolitical and macroeconomic risks.

A comparative analysis was used to contrast An-
glo-American and European academic traditions in the 
interpretation of financial security, as well as to identify 
differences in the structure of threats to financial securi-
ty in the European Union and Ukraine, and the potential 
for adapting European experience to Ukrainian conditions 
(Adrian & Brunnermeier, 2016; Gorton & Ordoñez, 2020; 
European Central Bank, 2024). To conduct a comparative 
analysis of threats to financial security, a targeted selec-
tion of academic publications and analytical reports from 
international organisations and specialist institutions 
was carried out (International Monetary Fund, 2024; Eu-
ropean Union Agency for Cybersecurity, 2024a; European 
Central Bank,  2024), published predominantly between 
2022 and 2025. The criteria for including sources were: 
relevance to the issue of financial security in the context 
of digital transformation; the presence of an analysis of 
contemporary financial, cyber, geopolitical and institu-
tional risks; and the possibility of using the results to 
compare the operating conditions of the economic sys-
tems of the EU and Ukraine.

Methods of analysis and synthesis were used to sum-
marise the findings of contemporary scientific and analyt-
ical studies on digital, financial, geopolitical and institu-
tional risks, as well as to develop an integrated approach 
to ensuring the financial security of economic systems 
in the context of digital transformation. The analysis in-
cludes human resources and social factors, as contempo-
rary research on financial security and digital resilience 
considers the shortage of skilled personnel, migration pro-
cesses and the level of digital competences to be impor-
tant factors in the formation of financial and cyber risks. 
To summarise European experience in ensuring economic 
and financial security, the “Promote – Protect – Partner” 
analytical framework, proposed by the European Commis-
sion as part of the EU Economic Security Strategy initiative 
package (European Commission,  2024a), was used; this 
enabled the systematisation of instruments for enhancing 
resilience, protection and international partnership in the 
field of economic security.

 RESULTS AND DISCUSSION
Against a backdrop of high uncertainty, digital transfor-
mation and geopolitical challenges, the issue of financial 
security becomes rather complex. It is difficult to consid-
er it in isolation, without taking into account the broad-
er environment in which the economy operates. Thus, to 
gain a thorough understanding of financial security, it is 
advisable to analyse it through the prism of the econom-
ic system, which is the primary subject of study. In inter-
national economics, the economic system is viewed as an 
organised structure comprising rules  – both formal and 
informal – and mechanisms for regulating economic activ-
ity. The quality of resource allocation, the development of 
the banking sector and the economy’s capacity for stable 
growth depend on the quality of its institutional framework 
(Rodrik, 2021). In this context, the financial subsystem, as 
an integral part of this structure, plays a vital role in the 
reallocation of resources, risk management and ensuring 
overall macroeconomic stability. 

In the works of Ukrainian researchers, the economic 
system is defined as a complex, unified and multifaceted 
socio-economic structure capable of adapting to exter-
nal changes (Kanova, 2023). A study of Ukraine’s banking 
sector during times of war and crisis has shown that the 
resilience of the economic system is largely determined 
by the ability of the financial subsystem to function effec-
tively, the flexibility of its regulatory framework, and the 
ability of financial institutions to maintain the continui-
ty of financial flows (Tymoshyk et al., 2022; Arzhevityn et 
al., 2023). This is corroborated by data from the Financial 
Stability Report (National Bank of Ukraine, 2024), accord-
ing to which the high liquidity and operational resilience 
of the banking infrastructure have served as key buffers 
against systemic shocks. In this sense, the economic sys-
tem emerges as an integrated complex of production, fi-
nancial and regulatory mechanisms operating within a 
single institutional architecture. As noted in the World 
Bank (2026) report, it is the quality of institutional design 
that determines the ability of national economies to re-
cover in the face of global fragmentation. Its stability is 
based on the financial subsystem’s capacity to offset inter-
nal and external disruptions, thereby ensuring a high level 
of confidence in financial institutions.

Thus, the economic system constitutes a coherent 
structure that integrates production, financial and regula-
tory instruments. It operates within a defined institutional 
framework and ensures the continuity of economic pro-
cesses. Its stability depends on the financial subsystem’s 
ability to adapt to changes in the risk environment, to 
maintain confidence in the institutions of the financial sys-
tem, and to preserve the balance and continuity of financial 
flows. Based on an analysis of international and Ukrainian 
academic sources, the author proposes the following defi-
nition: an economic system is a multi-level, institution-
ally organised model of economic activity that integrates 
mechanisms for the production, distribution and redistri-
bution of resources and ensures the coordination of inter-
action between economic agents and risk management. 
The stability of such a system depends on the quality of 
its institutional structure, its ability to regulate processes, 
and the adaptability of the financial subsystem to changes 
in the internal and external risk environment. 
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From this perspective, financial security is an integral 
component of the economic system, as it ensures the con-
tinuity of financial flows, the efficient reallocation of re-
sources and the support of economic agents’ operations in 
conditions of risk. A high level of financial security helps to 
preserve macroeconomic stability, enhance investment at-
tractiveness, maintain the financial resilience of business-
es and households, and strengthen confidence in financial 
institutions. In this context, financial security is one of the 
key factors in ensuring the resilience and adaptability of 
the economic system in the face of digital transformation 
and growing uncertainty. Thus, the institutional organisa-
tion of the economic system plays a key role in develop-
ing mechanisms to ensure financial security and adapting 
them to the conditions of the digital economy. Within this 
framework, financial security is regarded as a comprehen-
sive characteristic of the economic system, reflecting the 
financial subsystem’s ability to ensure the uninterrupted 
flow of financial resources, their optimal reallocation and 
resilience to exogenous and endogenous risks.

Financial systems are being transformed by digital 
technologies, which are changing the ways in which finan-
cial resources are moved, risks are assessed and financial 
flows are managed. They use algorithms and artificial in-
telligence to assess risks and manage the assets of their 
clients and other financial institutions, creating a new way 
in which the financial sector is interconnected and inter-
dependent (BIS,  2023). The BIS  (2023) report notes that 
digitalisation accelerates the processing of financial infor-
mation, improves access to financial services and reduces 
transaction costs, but at the same time increases financial 
institutions’ technological dependence. Institutions must 
be able to resolve issues and protect themselves against 
cyber-attacks, as they rely on services and algorithms 
that can change rapidly and affect their funds (BIS, 2023).

In its latest Financial Stability Review, the European 
Central Bank examined how digital assets, artificial intel-
ligence and cyber-attacks could cause major problems, as 
they can rapidly propagate shocks in the digital environ-
ment (European Central Bank, 2024). Digital financial ser-
vices enhance the speed, accessibility and efficiency of fi-
nancial transactions for individuals and businesses, whilst 
also making them more accessible and equitable; however, 
they also create new challenges and risks for the financial 
and technological systems that utilise them. A report by the 
International Monetary Fund (2024) notes that AI can help 
banks and other financial institutions to better coordinate 
their plans and strategies, but it will also make them more 
vulnerable to sudden and unpredictable market changes, 
which could cause problems for the entire system. Digitali-
sation is changing thinking about financial security, making 
risk management more complex and dependent on factors 
unrelated to the economy or the monetary system. Financial 
security is taking on a more comprehensive scope, encom-
passing digital infrastructure, data protection, and opera-
tional and financial systems that operate with a high degree 
of technological dependence. Consequently, the concept of 
financial security has undergone a significant transforma-
tion: from a predominantly macro-financial focus on stabil-
ity and equilibrium to a more comprehensive understand-
ing that encompasses systemic risks, adaptive capacity and 
digital challenges. Financial security is increasingly viewed 

as a multi-level category combining institutional, risk-ori-
ented and technological aspects. At the same time, these di-
mensions are often analysed in isolation, without sufficient 
conceptual alignment. This is precisely why an integrated 
framework is needed  – one that would combine institu-
tional analysis of the economic system with the digital and 
risk-driven transformation of the financial environment.

The evolution of approaches to financial security shows 
that its meaning varies across different academic schools. 
The element that is emphasised – whether it be the stabil-
ity of financial markets, institutional resilience, regulatory 
policy or socio-economic stability – depends significantly 
on the methodology and analytical context. Thus, in con-
temporary literature, it is useful to distinguish between 
two main conceptual traditions – the Anglo-American and 
the European  – which differ both in terms of analytical 
tools and research priorities. The Anglo-American school 
views financial security primarily through the concepts of 
“financial stability” and “systemic risk” (Adrian & Brun-
nermeier, 2016; Gorton & Ordoñez, 2020). Within this ap-
proach, the main focus is on the emergence and spread of 
financial crises, the role of interbank linkages, contagion 
effects and the cyclical nature of financial markets (Gor-
ton & Ordoñez, 2020). Research has continued along these 
lines within the macro-financial paradigm, analysing the 
relationship between financial cycles, the capitalisation of 
financial intermediaries and the build-up of systemic risk 
(He & Krishnamurthy,  2013; Bianchi & Mendoza,  2018). 
Within this framework, financial stability is understood 
primarily as the financial system’s ability to reduce the 
likelihood of a systemic crisis or to limit its macroeconom-
ic consequences through the use of macroprudential policy 
instruments and market discipline.

Against the backdrop of digitalisation, the An-
glo-American school is increasingly integrating issues 
of operational resilience, cyber resilience and algorith-
mic risks into the broader context of financial stability 
(BIS, 2023). At the same time, even in the digital sphere, 
the focus remains on ensuring the functional continuity 
of market mechanisms and minimising systemic disrup-
tions. The European tradition favours a more institutional-
ly integrated and regulatory-oriented approach. Financial 
security is viewed as a multi-layered system combining 
macroprudential regulation, fiscal policy coordination, the 
activities of supranational supervisory bodies and digital 
mechanisms for protecting financial infrastructure. Par-
ticular attention is paid to financial resilience – the ability 
of institutions to adapt to external shocks and changes in 
the risk environment (European Central Bank, 2024).

In European research, the integration of the digital 
dimension of financial security is becoming increasingly 
important  – taking into account cyber risks, the platfor-
misation of financial services and regulatory mechanisms 
to ensure digital operational resilience (BIS,  2023). In 
this context, financial security goes beyond a narrow un-
derstanding of market stability and emerges as the insti-
tutionally underpinned capacity of the financial system 
to sustain economic development amidst growing uncer-
tainty and technological change. The main difference be-
tween the schools lies in which aspect is primarily stud-
ied: the Anglo-American school examines the behaviour of  
financial markets and the mechanisms by which systemic 
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risks arise, whilst the European school focuses on the in-
stitutional structure and the multi-level regulatory sys-
tem designed to ensure financial stability. However, this 
does not mean that there are markedly different views; 
rather, they simply highlight different aspects of a single 
overarching issue. A synthesis of the approaches from the 
Anglo-American and European traditions has shown that 
financial security should be viewed not only as an indicator 
of the stability of the financial system or the reduction of 
systemic risks, but also as a property of the economic sys-
tem that is shaped by structural and digital changes, and 
which is multi-level and dynamic in nature.

The financial security of an economic system is the on-
going state and functioning of the financial sector, which 
demonstrates its capacity to ensure the stability of cash flows, 
to allocate and utilise financial resources effectively, and to 
withstand various risks – whether systemic, geopolitical or 
digital – with a view to sustaining stable socio-economic 
development. Financial security is a fundamental charac-
teristic of the economic system, shaped by the institutional 
framework, the structure of financial relations and the level 
of development of digital technologies. It operates at two 

levels: the macro- and micro-levels. Financial security at the 
macro-level is determined by the soundness of the state’s 
financial position, the stability of the banking system and 
the effective management of systemic risks. It reflects the 
state’s ability to ensure debt sustainability, maintain mac-
roeconomic equilibrium and preserve confidence in finan-
cial institutions. Macro-financial security is shaped by fiscal 
and monetary policy, macro-prudential regulation and the 
quality of the financial system’s institutional architecture.

At the micro level, financial security is linked to the 
financial stability of businesses and households. It reflects 
their ability to maintain liquidity, solvency and investment 
activity in a changing environment. Key factors include 
capital structure, access to financial resources, the effec-
tiveness of financial management and risk mitigation. The 
interdependence of these levels is crucial for ensuring the 
overall financial stability of the economy. The accumula-
tion of imbalances at the micro level can turn into system-
ic risks, whilst macroeconomic instability leads to a rise 
in the cost of capital and an increase in financial risks for 
businesses. Consequently, the macro and micro levels form 
a single system of financial security (Table 1).

Figure 1. The mechanism of interaction between the macro- and micro-levels of financial security in the economic system
Source: compiled by the authors

Table 1. Comparative characteristics of the macro- and micro-levels of financial security

Source: summarised by the authors

Criterion Macro-level of financial security Micro-level of financial security
Object The State, the financial system Businesses, households

Objective Ensuring macro-financial stability Ensuring solvency and financial stability

Indicators Public debt, budget deficit, inflation, systemic risk, 
stability of the banking system Liquidity, profitability, capital structure, debt burden

Risks Financial crises, currency shocks, debt instability,  
systemic risk

Insolvency, default, decline in profitability,  
financial distress

Supporting tools Fiscal and monetary policy, macro-prudential regulation Diversification of funding, risk mitigation
Outcome Financial system stability and investor confidence Business resilience and investment activity

Table 1 illustrates the differences between the macro- 
and micro-levels of financial security in terms of the sub-
ject matter, indicators, risks and support instruments. At 
the same time, these levels do not operate in isolation, but 
form part of a single system of financial stability within the 
economic system. The macro- and micro-levels constant-
ly interact, creating a unified system of financial stability 

(Fig. 1). When the financial condition of enterprises deteri-
orates, tax revenues fall and the debt burden increases. On 
the other hand, macroeconomic instability increases the 
cost of borrowing and the risks to business. In the digital 
economy, this interdependence becomes even greater due 
to the faster spread of financial crises and the emergence 
of new cyber risks.

Macro level Micro level 
Debt sustainability, budgetary 
balance, inflation stability, exchange 
rate stability, banking system 
stability, systemic financial risk 

interest rate (determination of the cost of capital); 
credit (redistribution of financial resources); 
fiscal (budget-debt transmission);  
balance sheet (financial stability of economic agents); 
institutional (formation of financial expectations) 

Liquidity, solvency, capital 
structure, financial autonomy, 
investment activity, digital 
resilience of enterprises 

Mechanisms for inter-level financial cooperation 

Fiscal and monetary 
mechanism 

Budget deficit, public 
debt, base rate, 

inflation targeting    

Macroprudential framework 

Additional capital requirements, 
bank stress testing, capital 

adequacy ratios; regulatory limits 
on credit exposure

Corporate  
and financial mechanism 

Liquidity ratios, debt-to-equity 
ratios, return on assets and return 

on equity, diversification of funding 

Digital infrastructure 
mechanism 

Cyber resilience of infrastructure, 
IT risks, protection of payment 
systems, continuity of financial 
transactions, digital operational 

resilience 

An integrated system of financial security for the economy 
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The European Union demonstrates an integrated 
model for ensuring financial security, combining macro- 
and micro-level regulatory mechanisms. At the macro lev-
el, financial security is ensured through the coordination 
of fiscal policy within the framework of the Stability and 
Growth Pact, the development of macroprudential regula-
tion, and the activities of supranational financial supervi-
sory institutions. The functioning of the European Banking 
Union, uniform capital adequacy rules and the monitoring 
of systemic risks form the basis of system-wide financial 
stability. At the micro level, financial security is under-
pinned by corporate standards, transparency requirements 
for financial reporting, regulatory mechanisms to mitigate 
risks, and the protection of the rights of investors and con-
sumers of financial services. In the current environment, 
the digital component of financial security is of particu-
lar importance: regulatory acts in the field of digital op-
erational resilience (in particular the Digital Operational 
Resilience Act (DORA)) are aimed at enhancing the cyber 
resilience of financial institutions and minimising digital 
risks. Thus, the European model of financial security is 
characterised by the institutional integration of the mac-
ro- and micro-levels and the combination of tradition-
al regulatory mechanisms with digital tools for ensuring  

resilience. Consequently, the financial security of the eco-
nomic system is shaped through the interaction of the mac-
ro- and micro-levels, and European practice demonstrates 
their institutional integration. This approach allows finan-
cial security to be viewed not merely as a characteristic of 
public finances or corporate resilience, but as a systemic 
property of the economy, ensured through coordinated 
regulatory, market and digital mechanisms.

A generalisation of the multi-level structure of finan-
cial security and European practice regarding its institu-
tional integration enables to move towards the formation 
of an integrated conceptual model for the transformation 
of financial security in economic systems within the con-
text of the digital economy. In the digital economy, finan-
cial security ceases to be solely a function of macro-finan-
cial stability. It is transforming into a multi-level system 
for countering risks, integrating regulatory, market and 
digital mechanisms. In order to systematise these interre-
lationships, it is advisable to develop an integrated concep-
tual model of the transformation of the financial security 
of economic systems, which reflects the logic of interaction 
between the characteristics of the economic system, the 
risk environment, the instruments for ensuring security 
and the expected outcomes (Fig. 2).

Figure 2. A conceptual model of the transformation of the financial security of economic systems
Source: compiled by the authors

Economic system A high-risk environment 

Mechanisms for ensuring 
the financial security  
of economic systems 

Financial security: 
stability, resilience, 

risk management 

Institutional 
environment. 
Economic 
structure. 
International 
integration. 
Level of 
digitalisation. 

Macroeconomic risks. 
Financial risks. 
Institutional risks. 
Geopolitical risks. 
Digital risks. 

The digital transformation of financial security 

Opportunities: 
expanding channels for raising capital; 
accelerating capital turnover; 
access to finance; 
reducing costs  

Risks: 
cyber risks; 
technological dependence; 
increased vulnerability to external 
shocks; 
information asymmetry 

Strategic areas of financial security 

Results: 
resilience to crises; 
rapid recovery; 
increased trust; 
stable development 

Regulatory. 
Market-based. 
Digital 

Institutional 
strengthening of the 

financial system    

Regulatory 
harmonisation with 

the EU   

The digital 
transformation of the 

financial sector 

Improving the risk 
management system 

The introduction 
of financial 

engineering tools 

The proposed integrated conceptual model reflects the 
systemic nature of financial security as a property of the 
economic system. It combines an institutional approach 
to the analysis of economic systems with risk-oriented 
and digital approaches to the interpretation of financial 
security. The model demonstrates that financial security 
is shaped by two interrelated components: the structural 

characteristics of the economic system (institutional archi-
tecture, level of openness, digital maturity) and changes in 
the risk environment (macroeconomic, financial, geopolit-
ical and digital risks). Financial security takes centre stage 
as an integrative category, combining the stability of finan-
cial flows, resilience to shocks and risk manageability at all 
levels of the economic system. The European institutional 
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framework in the model serves as an example of a coordi-
nated regulatory approach to ensuring financial security in 
the digital economy. It is precisely the integration of macro-
prudential policy, market mechanisms and digital risk mit-
igation tools that shapes the new architecture of financial 
security for economic systems. Thus, the proposed model 
has made it possible to conceptualise the transformation of 
financial security not as an isolated financial phenomenon, 
but as a systemic change in the mechanisms governing 
the functioning of the economic system in the context of 
digitalisation and growing uncertainty. Implementing the 
developed model requires taking into account the system 
of threats arising in the surrounding environment, which 
have a decisive impact on the financial security of econom-
ic systems at both the macro- and micro-levels.

This paper analyses academic and analytical publi-
cations concerning the nature, list and characteristics of 
threats to financial security in Europe and Ukraine. A study 
by S. Nermin  (2025) analyses the current threat environ-
ment for European financial institutions against the back-
drop of the digitalisation of the economy and growing ge-
opolitical instability. The main focus is on cyber threats as 
one of the key factors destabilising the financial security 
of enterprises and financial institutions. It is emphasised 
that the digitalisation of financial processes, the prolifer-
ation of cloud services and automated payment systems, 
and reliance on third-party IT providers are giving rise to 
new threats to financial security that go beyond tradition-
al economic risks. The most critical threats include DDoS 
attacks, ransomware, data breaches, phishing campaigns, 
social engineering attacks and the compromise of digi-
tal service providers. Such threats can result in financial 
losses, operational disruptions, breaches of business con-
tinuity and reputational damage. Attention is drawn to the 
impact of geopolitical processes on financial security: cy-
ber incidents in the financial sector are increasingly linked 
to international conflicts, and financial institutions are 
becoming targets of attacks by both criminal groups and 
state actors. At the same time, the report emphasises the 
growing role of threats associated with the use of artificial 
intelligence, particularly for personalised phishing, auto-
mated fraud and the manipulation of digital financial data.

The study by S. Piserà et al. (2024) examines the impact 
of the Russia-Ukraine war on the systemic risk of European 
non-financial companies during the period 2021-2022. The 
authors analysed changes in the beta coefficient as an indi-
cator of companies’ sensitivity to market and geopolitical 
shocks, which allows for an assessment of the transforma-
tion of financial risks in crisis conditions. The results of the 
study showed that, following the outbreak of the military 
conflict, systemic risk for firms in Europe increased in a 
statistically significant manner, indicating a heightened 
vulnerability of the corporate sector to external shocks, 
in particular geopolitical instability, supply chain disrup-
tions, energy crises and financial market volatility. At the 
same time, it was found that companies with a higher pro-
portion of international sales exhibited a relatively lower 
level of risk, which can be explained by the diversification 
of their sales markets and reduced dependence on individ-
ual regions. This highlighted the role of globalisation as a 
factor in partially mitigating financial threats during peri-
ods of crisis. In the context of financial security, the study’s 

findings demonstrated that geopolitical events can act as 
a systemic risk factor that directly affects the financial 
stability of businesses through changes in market expec-
tations, the cost of capital and investment attractiveness. 
Thus, the financial security of enterprises in the current 
environment depends to a large extent on their ability to 
adapt to external shocks and to ensure geographical and 
operational diversification of their activities.

An analysis of reports by ENISA (European Union 
Agency for Cybersecurity, 2024a; 2024b; 2025) has shown 
that the financial security of enterprises in the EU is 
shaped by a hybrid cyber-economic threat, suggesting that 
cyber risks constitute a distinct systemic factor in business 
financial stability. The most critical of these remain ran-
somware attacks, phishing and other forms of social en-
gineering, leaks of financial and personal data, as well as 
DDoS attacks that disrupt the availability of financial ser-
vices. These threats lead to direct financial losses, the dis-
ruption of business processes, the disruption of payment 
transactions and a decline in confidence in financial insti-
tutions. A negative trend is the increasing structural com-
plexity of cyber risks, particularly due to attacks on supply 
chains, growing reliance on cloud technologies and digital 
platforms, and the active use of artificial intelligence to au-
tomate cyberattacks and financial fraud. As a result, cyber 
threats extend beyond the purely technical sphere and are 
becoming a factor in macroeconomic and financial insta-
bility. It can be summarised that ENISA’s reports view the 
modern cyberspace as an environment of hybrid threats, in 
which technological, economic and geopolitical factors in-
teract and reinforce one another. The reports also highlight 
staff shortages as one of the threats to business security.

The study by Z. Varnalii & A. Mekhed (2022) examines 
the theoretical and practical aspects of ensuring the finan-
cial security of enterprises in the context of the digital trans-
formation of the economy. The authors emphasised that the 
development of the digital economy is significantly altering 
the nature of threats to financial security, shifting them from 
traditional financial and economic factors to complex digital 
and cyber risks. The study emphasises that the digitalisation 
of business processes, the active implementation of fintech 
solutions, automated management systems and electronic 
financial services enhance the efficiency of enterprises’ op-
erations, but at the same time create new vulnerabilities. 
Key threats to financial security include cybercrime, leaks of 
confidential financial information, fraud in electronic pay-
ment systems, as well as risks associated with dependence 
on external digital platforms and IT service providers. The 
authors drew particular attention to the growing importance 
of systems for mitigating financial risks in the digital econ-
omy. They emphasised that businesses must implement 
modern cyber-security tools, improve staff digital literacy 
and ensure the diversification of their digital infrastructure 
to reduce dependence on individual technological solutions.

The authors, L. Dokiienko et al. (2024), investigated the 
system of determinants that shape the level of financial se-
curity of enterprises, with a focus on the impact of financial 
indicators and the risks associated with financing business 
operations. The publication emphasises that financial se-
curity is shaped by a combination of internal and external 
factors, among which the risks associated with financing 
a company’s operations and the overall level of financial 
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stability are of particular significance. Accordingly, an in-
crease in the risk of unbalanced financing or a decline in 
liquidity was considered a direct source of threats to fi-
nancial security. The article by researchers V. Marchenko 
& O. Usyk (2025) emphasises that the financial security of 
enterprises is shaped by a complex of external and internal 
threats, amongst which macroeconomic instability, fluctu-
ations in financial markets, rising inflation and limited ac-
cess to investment resources play a particularly significant 
role. The article highlights the growing role of geopolitical 
factors, which are increasingly acting as systemic deter-
minants of financial losses and the destabilisation of the 
business environment. Particular attention is paid to the 
impact of the digitalisation of the economy, which, on the 
one hand, helps to improve the efficiency of financial flow 
management, whilst on the other, creates new threats in 
the form of cyber risks, dependence on digital platforms, 
data breaches and increased vulnerability of companies’ 
information systems. The article notes that digital trans-
formation is changing the nature of financial threats, shift-
ing them into the realm of technological and cyber risks.

An analytical report by Sayenko Kharenko  (2025) ex-
amined the current state of the security environment for 
enterprises in Ukraine based on a survey of companies 
across various sectors of the economy. According to the sur-
vey results, a key trend identified is the maintenance of high 
business resilience despite the risks posed by the war: the 
overwhelming majority of companies do not plan to relo-
cate, which indicates that businesses have adapted to crisis 
conditions. At the same time, the report highlights a signif-
icant increase in security expenditure, particularly on cyber 
defence, physical security and the development of digital 
infrastructure. In the context of threats to enterprises’ fi-
nancial security, the document highlights the growing role 
of cyber risks, which are becoming one of the key factors 
in financial losses. These include cyberattacks on corporate 
systems, disruptions to digital processes, attacks on remote 
infrastructure and the risk of data breaches. These threats 
directly impact financial stability through operational dis-
ruptions, loss of revenue and increased costs of system  

recovery. Particular emphasis is placed on the importance 
of investing in the digital resilience of businesses, includ-
ing the development of cybersecurity and the protection of 
information systems as a key element of modern financial 
security. Thus, financial security was considered not only in 
terms of economic indicators but also in terms of the level 
of protection afforded to businesses’ digital infrastructure.

The KPMG (2025) report examines the business envi-
ronment in Ukraine during the period of a war economy, as 
well as the key factors influencing the investment attrac-
tiveness and financial resilience of enterprises. The report 
emphasises that the main systemic threat remains military 
risk, which directly affects the stability of cash flows, sup-
ply chains and infrastructure. The destruction of transport 
and energy systems during the war results in additional 
financial losses for businesses and increases the cost of 
operations. Macroeconomic instability, in particular infla-
tionary pressures, currency restrictions and fluctuations in 
economic growth, has been identified as a significant group 
of threats. Such factors affect the availability of capital, in-
vestment decisions and the overall solvency of enterprises. 
At the same time, the report highlights the role of financial 
restrictions and regulatory changes introduced under mar-
tial law to stabilise the economy. Particular attention is paid 
to infrastructure and operational threats, which are exac-
erbated by the destruction of logistics routes, restrictions 
on transport accessibility and the risk of supply disruptions. 
This creates additional financial costs for enterprises and 
reduces the efficiency of their resource utilisation. At the 
same time, the report emphasises that, despite the high 
level of risks, the Ukrainian economy has demonstrated 
adaptability and resilience, in particular through the ad-
vancement of digitalisation, government business support 
programmes and international investment mechanisms for 
capital protection. This has partially offset the impact of 
these threats and contributed to the formation of a more 
resilient model of corporate financial security. Thus, a syn-
thesis of the research findings has enabled the compila-
tion of a list of threats to financial security in the context 
of a comparison between Europe and Ukraine (Table  2).

Table 2. Comparative analysis of threats to the financial security of the EU and Ukraine
Threat category EU Ukraine

Geopolitical threats Geoeconomic competition (US-China-EU) War as a systemic factor, destruction of assets,  
loss of markets, high war risks

Digital/cyber threats
Cyberattacks on banks and corporations (ransomware, 

DDoS), data breaches, dependence on Big Tech  
and cloud services

Massive cyber-attacks (including cyber-warfare), 
attacks on state registers, banks and the energy sector, 

financial fraud
Macroeconomic 

threats
Inflation, interest rate rises, financial market volatility, 

energy price fluctuations
Inflation, devaluation, GDP volatility, a sharp decline 

in investment and consumer demand
Infrastructure 

threats
Disruptions to global supply chains, dependence  

on critical technologies and logistics
Destruction of the power grid, disruptions to electricity 

and internet supply, disruption to logistics
Financial  

and market threats
Fintech risks, algorithmic errors,  

capital market instability
Limited access to credit, high cost of capital, 

dependence on international aid
Regulatory and 

institutional threats
Tighter digital regulation (GDPR, DORA),  

compliance costs, investment controls
Instability of the regulatory environment,  

weak institutional safeguards, corruption risks

Data and AI threats Artificial intelligence risks (algorithmic errors),  
data manipulation, Big Data leaks

Limited digital security, low adoption of secure AI, 
poor cyber literacy

Human resources  
and social threats Shortage of digital skills, need for reskilling Brain drain (particularly in IT), population migration, 

labour force contraction
Operational digital 

threats
Dependence on SaaS and cloud platforms,  

third-party supplier risks
Low digital maturity of businesses, critical dependence 

on foreign software

Source: compiled by the authors
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The data in Table 2 provide a systematic comparison 
of threats to the financial security of enterprises in the EU 
and Ukraine, organised by key risk categories. Both con-
texts are characterised by the multidimensional nature of 
the threats, which encompass geopolitical, digital, macro-
economic and institutional factors. At the same time, in 
the EU these threats are more manageable, as they arise 
in an environment where digitalisation and globalisation 
create predominantly structural challenges (cyber threats, 
dependence on technology platforms, fintech risks), which 
are mitigated by well-developed institutional mechanisms 
(GDPR, DORA, investment controls). For Ukraine, however, 
threats to financial security are cumulative and existential 
in nature. The war acts as a systemic factor, exacerbating 
other groups of threats – ranging from the destruction of 
infrastructure and disruption to logistics to restricted ac-
cess to capital and high volatility in the macroeconomic 
environment. Digital threats in the Ukrainian context are 
also more intense due to cyber warfare, weaker infrastruc-
ture resilience and limited cyber defence resources.

It can therefore be argued that financial security 
threats to Ukraine are characterised by a higher level of 
intensity and mutual reinforcement, and a lower level of 
manageability. In the EU, digitalisation primarily gives 
rise to new regulatory and technological challenges with-
in a stable environment; in Ukraine, however, it overlaps 
with military and macroeconomic shocks, creating a high 
concentration of risks of financial destabilisation for en-
terprises. The European experience in countering these 
complex threats is examined. On 24 January 2024, the Eu-
ropean Commission presented a package of initiatives to 
strengthen the EU’s economic security (the EU Economic 
Security Package), which covers foreign investment screen-
ing, export controls, monitoring of outbound investment, 
research security and support for dual-use technologies, 
aimed at strengthening the Union’s economic securi-
ty against a backdrop of growing geopolitical tensions 
and technological transformations. Supporting securi-
ty is viewed as the EU’s ability to minimise risks whilst  

maintaining the openness of the economy and the com-
petitiveness of the internal market (European Commis-
sion,  2024a; 2024b). Four groups of strategic risks have 
been identified, namely: supply chain vulnerabilities; 
threats to critical infrastructure, including cyber infra-
structure; risks to technological security and the leakage of 
critical technologies; and risks of economic coercion and 
the “weaponisation of dependencies” – the use of econom-
ic dependence as a tool of pressure. It is precisely these 
risks that should be regarded as key sources of potential 
destabilisation of the EU’s financial and economic system. 

To counter these threats, the European Commis-
sion  (2024a) has proposed a comprehensive approach 
based on three strategic pillars: “promote – protect – part-
ner”. The first involves enhancing the competitiveness and 
resilience of the internal market through the development 
of the industrial, scientific and technological base. The sec-
ond focuses on creating protective measures, in particular 
strengthening controls on foreign direct investment, im-
proving export controls, monitoring outbound investment 
and enhancing the security of critical technologies. The 
third pillar involves expanding international partnerships 
with countries that share the EU’s approach to economic 
security. Thus, the EU has proposed a model of proactive 
economic security, in which the key lies not only in re-
sponding to threats but also in pre-emptively countering 
them through regulatory, investment and technological 
instruments. In the context of corporate financial securi-
ty, this entails a transition to a system where the stability 
of the business environment is ensured through the man-
agement of strategic risks, the strengthening of cyber and 
technological resilience, and the reduction of the EU econ-
omy’s critical external dependencies. In the authors’ view, 
this approach to ensuring and maintaining financial and 
economic security under contemporary conditions could 
be adapted for Ukraine, provided that due consideration 
is given to the country-specific risks and threats discussed 
above, particularly those associated with wartime condi-
tions and infrastructures (Table 3).

Table 3. Adapting European experience in countering threats to financial security

Source: compiled by the authors

Area of support Ways of adapting to threats to financial security

“Promote” 
(development  

and strengthening 
of resilience)

Accelerating economic recovery and modernisation through the development of critical infrastructure, supporting 
the relocation of businesses, stimulating investment and expanding the digital transformation of business. 
Strengthening the financial resilience of businesses through access to capital, state loan guarantees and the 

development of financial recovery instruments.
Developing mechanisms for insuring against war risks.

Supporting the restoration of damaged production facilities.
Diversifying logistics routes.

“Protect”
(protection of 

strategic assets)

Strengthening cyber security in the financial sector, the energy sector and public registers, as well as developing a 
system to counter risks to critical infrastructure. 

Integrating the EU’s expertise on investment controls, data protection and the regulation of digital platforms, 
whilst placing an emphasis on countering cyber warfare and hybrid threats.

Protecting critical energy and transport infrastructure.
Establishing contingency financial and logistical mechanisms to ensure the economy can continue to function in 

times of crisis

“Partner” 
(international 
cooperation)

Ensuring access to financial resources, technologies and security support mechanisms through integration into 
European cybersecurity and economic initiatives, participation in joint threat monitoring systems, and the 

expansion of cooperation with the EU in the field of critical technologies and economic recovery.

It should be recognised that European mechanisms 
for ensuring financial security have been developed largely 

in the absence of large-scale military conflict on the terri-
tory of EU Member States. Consequently, their adaptation 
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to Ukrainian conditions does not provide a direct solu-
tion to the problems of physical destruction of assets or 
infrastructure, but is aimed at enhancing the economic 
system’s resilience to the consequences of military shocks. 
In particular, the development of digital infrastructure, cy-
ber-security mechanisms, financial support for businesses, 
credit guarantee instruments and the enhancement of the 
state’s institutional capacity helps to minimise economic 
losses, accelerate the recovery of economic activity and 
strengthen the financial resilience of economic actors in 
wartime. Thus, in the authors’ view, what is most relevant 
for Ukraine is not the direct replication of the model, but 
its adaptation as a system for countering cumulative crisis 
threats, where economic security is directly linked to the 
financial and cyber resilience of businesses. In wartime, 
the function of “economic survival” and stabilisation of the 
business environment can be ensured through the imple-
mentation of the first “promote” pillar. Measures within 
the “protect” pillar can be implemented by integrating the 
EU’s experience in investment controls, data protection 
and the regulation of digital platforms, which, in financial 
terms, should lead to a reduction in the risks of payment 
system failures, data loss and market destabilisation. The 
“partner” strand (international cooperation) is of strategic 
importance to Ukraine, as it provides access to the neces-
sary financial resources, technologies and security support 
mechanisms, through expanded cooperation with the EU 
in the field of critical technologies and economic recovery.

Thus, adapting the European model for Ukraine en-
tails a transition to an integrated system of economic and 
financial security, where risk mitigation combines mil-
itary challenges, digital threats and financial instability, 
and where the key principle is not only defence but also 
active resilience and the recovery of the state’s economic 
system. The study’s findings confirmed that the financial 
security of modern economic systems is shaped not only 
by traditional macro-financial factors, but also by digital, 
geopolitical and cyber risks. These findings are consistent 
with the approaches of the European Central Bank (2024), 
according to which financial stability increasingly de-
pends on the operational resilience of financial infrastruc-
ture, the level of cyber security and the ability of financial 
institutions to adapt to digital transformations. A review 
by the European Central Bank (2024) emphasises that cy-
ber risks and the digital concentration of financial servic-
es can be a source of systemic instability and the rapid 
spread of financial shocks. 

The approach proposed in this article to interpreting 
financial security as an integrated property of the eco-
nomic system also correlates with the conclusions of the 
BIS  (2024) regarding the transformation of the global fi-
nancial architecture under the influence of digitalisation 
and artificial intelligence. The BIS (2024) report emphasis-
es that the adoption of AI, the platformisation of financial 
services and reliance on digital technologies enhance the 
efficiency of the financial sector, but at the same time give 
rise to new systemic risks associated with cyber threats, 
algorithmic errors and the concentration of technological 
infrastructure. Particular attention is paid to risks associ-
ated with the use of generative artificial intelligence, the 
high concentration of cloud services and the dependence 
of financial institutions on Big Tech companies, which may 

increase the vulnerability of the global financial system to 
operational and systemic failures. The findings also cor-
roborate the conclusions of recent studies regarding the 
growing role of cyber risks in the structure of financial se-
curity. In particular, J.C. Crisanto et al. (2021) demonstrated 
that the digitalisation of financial services contributes to 
the emergence of new channels for the propagation of sys-
temic risks through cyber dependency and the concentra-
tion of digital infrastructure. The authors emphasise that 
cyber risks are not only technological but also systemic in 
nature, as their spread depends on the scale of digitalisa-
tion, the interconnectedness of financial institutions and 
the concentration of critical digital services. This has con-
firmed the need to integrate cyber resilience and digital 
operational resilience into the modern system for ensuring 
the financial security of economic systems. 

A key finding of the study is the justification for the 
need to adopt a resilient approach to ensuring financial 
security. This is in line with contemporary academic con-
cepts of “financial resilience” and “operational resilience”, 
according to which the resilience of an economic system 
is determined not only by its ability to avoid crises, but 
also by its capacity to adapt, recover swiftly and undergo 
structural transformation following shocks. Recent re-
search emphasises that, in the context of digitalisation 
and the growing interdependence of financial institutions, 
it is the operational resilience of the financial system that 
takes on key importance; this encompasses the ability to 
maintain critical functions, the continuity of financial ser-
vices and confidence in financial institutions, even during 
large-scale disruptions or cyber-attacks. For instance, in 
the study by R. Adeney et al. (2024), operational resilience 
is defined as the ability of financial institutions and the 
financial system as a whole to prevent, adapt to, respond 
to and recover from operational disruptions that may pose 
systemic risks to financial stability. Furthermore, recent 
research on financial resilience has shown that the sta-
bility of the financial system increasingly depends on the 
ability to ensure not only financial liquidity but also dig-
ital and institutional continuity. In particular, Y.C. Lou et 
al. (2025) demonstrated that the use of financial technol-
ogies has a positive impact on companies’ operational re-
silience by increasing the flexibility of business processes, 
the resilience of supply chains and the level of adaptability 
to the external environment. 

A comparative analysis of threats to the financial 
security of the EU and Ukraine has shown that, in the 
Ukrainian context, digital risks overlap with military and 
macroeconomic shocks, creating a cumulative nature of 
threats. Similar conclusions are presented in recent inter-
national studies on the impact of geopolitical instability 
on financial markets and corporate resilience. In particu-
lar, W. Boungou & A. Yatié (2022) demonstrated that the 
outbreak of a full-scale Russian-Ukrainian war led to a sig-
nificant decline in the returns of global stock markets and 
an increase in financial volatility, particularly in European 
countries, due to rising uncertainty, energy risks and dis-
ruptions to global economic linkages. A similar view was 
supported by S. Boubaker et al. (2022), who noted that ge-
opolitical conflicts and military risks have a significant im-
pact on financial stability through increased market vol-
atility, heightened inflationary pressures, energy shocks 
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and rising levels of global uncertainty. This confirmed that 
geopolitical risks in the modern economy act as an inde-
pendent factor in financial instability and the transforma-
tion of the financial security system.

The study also demonstrated that the European 
model of financial security is based on the integration 
of macroprudential regulation, digital operational resil-
ience and mechanisms for protecting critical infrastruc-
ture. Of particular significance in this context is Regula-
tion (EU) of the European Parliament and of the Council 
No. 2022/2554 (2022), which establishes uniform require-
ments for the identification of ICT risks, incident report-
ing, digital resilience testing and the management of risks 
associated with third-party ICT service providers in the 
EU financial sector. Similar conclusions are presented in 
the work by C.P.  Buttigieg & B.B.  Zimmermann  (2024), 
where DORA is considered a key element in strengthen-
ing the digital operational resilience of the EU financial 
sector, although the author also highlighted challenges 
regarding supervisory convergence, coordination and the 
fragmentation of the control system. This confirmed that 
the current European model of financial security com-
bines traditional financial stability regulation with digital 
mechanisms to ensure cyber resilience and the continuity 
of financial services. Thus, the study’s findings confirmed 
the need to transition to an integrated model of finan-
cial security, within which financial stability is viewed as 
a comprehensive characteristic of the economic system, 
shaped by institutional, digital, financial and geopoliti-
cal factors. Unlike traditional approaches, the proposed 
model emphasises the interconnection between digital, 
geopolitical and institutional risks in the context of the 
transformation of economic systems and military insta-
bility. This broadens current academic understanding of 
financial security and provides a theoretical foundation 
for the development of new mechanisms to counter risks 
in the digital economy.

 CONCLUSIONS
As a result of the study, the authors propose an original 
interpretation of financial security as an integrated prop-
erty of the economic system, reflecting the financial sub-
system’s ability to ensure the continuity of financial flows, 
the efficient allocation of resources, and resilience to ex-
ogenous and endogenous risks and threats. A mechanism 
for the interaction between the macro- and micro-levels of 
financial security has been developed, and an integrated 
conceptual model of its transformation in the context of 
the digital economy has been formulated. It has been es-
tablished that the current transformation of financial secu-
rity is taking place under the influence of the digitalisation 
of financial services, the development of financial technol-
ogies, the spread of platformisation and growing depend-
ence on digital infrastructure, which gives rise to new types 
of systemic risks and cyber threats.

The article summarises the distinctive features of 
the Anglo-American and European academic traditions 
in the interpretation of financial security. It has been 
established that the Anglo-American approach focuses 
primarily on the study of systemic risk and financial sta-
bility, whilst the European model is based on the institu-
tional integration of macroprudential regulation, digital  

operational resilience and risk mitigation mechanisms. 
Based on a systemic approach, an integrated conceptual 
model of the transformation of financial security in eco-
nomic systems has been developed, combining institu-
tional, risk-oriented and digital approaches. The proposed 
model allows financial security to be viewed as a dynamic 
system of interaction between the macro- and micro-lev-
els of the economy in the context of digital transforma-
tion and growing uncertainty. A comparative analysis of 
threats to the financial security of the EU and Ukraine was 
carried out; the results showed that, for European Union 
countries, the dominant challenges are digital, cyber and 
regulatory in nature, linked to the high level of digitalisa-
tion in the financial sector. In Ukraine, by contrast, digital 
risks compound military, macroeconomic and infrastruc-
tural threats, creating a cumulative nature of financial 
instability and increasing the economic system’s vulnera-
bility to systemic shocks.

An examination of European experience in ensuring 
financial security has revealed that the current EU model is 
based on the principles of proactive risk management, digi-
tal resilience and institutional coordination. Particular im-
portance is attached to mechanisms for digital operational 
resilience, cybersecurity, and the protection of critical in-
frastructure, as established within the current EU regulato-
ry framework, particularly through the DORA and the Euro-
pean Union’s economic security policy. It is argued that the 
most promising approach for Ukraine is an adaptive one to 
utilising European experience, focused on establishing an 
integrated financial security system that combines mech-
anisms for macro-financial stabilisation, digital resilience, 
cyber resilience and countering military risks. The key are-
as of such adaptation are identified as strengthening cyber 
defence in the financial and military sectors, developing 
digital infrastructure, supporting the financial resilience 
of businesses, and integrating Ukraine into European se-
curity and financial mechanisms. The proposed approach 
has made it possible to integrate an institutional under-
standing of the economic system with a multi-level mod-
el of financial security and to incorporate the digital risk 
dimension as an independent factor in its transformation. 
Further research should focus on improving the system for 
countering financial risks at the meso- and micro-levels, 
taking into account the identified digital, macroeconom-
ic and cyber threats, through the development of modern 
risk mitigation methods and the implementation of digital 
protection tools. Another promising area of research is the 
development of measures to enhance the financial stabili-
ty and resilience of Ukrainian businesses in the context of 
post-war recovery.
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Трансформація фінансово-економічної безпеки економічних систем: 
європейський досвід та виклики цифрової економіки

  Анотація. Актуальність дослідження зумовлена необхідністю переосмислення підходів до забезпечення 
фінансової безпеки економічних систем в умовах цифрової трансформації, посилення геополітичної 
нестабільності та зростання системних ризиків. Метою статті було дослідження трансформації фінансової 
безпеки економічних систем в умовах цифрової економіки на основі інтеграції інституційного, ризик-
орієнтованого та цифрового підходів, а також узагальнення європейського досвіду протидії фінансовим 
ризикам та загрозам фінансовій безпеці, і визначення можливостей його адаптації для України. Для 
досягнення поставленої мети використано методи теоретичного узагальнення, контент-аналізу наукових і 
аналітичних джерел, системного та порівняльного аналізу. Їх застосування дозволило дослідити еволюцію 
наукових підходів до трактування фінансової безпеки, визначити особливості її трансформації під впливом 
цифровізації та здійснити порівняльний аналіз загроз фінансовій безпеці в країнах Європейського Союзу та 
Україні. У результаті дослідження запропоновано авторське трактування фінансової безпеки як інтегрованої 
властивості економічної системи, розроблено механізм взаємодії макро- та мікрорівнів фінансової безпеки та 
сформовано інтегровану концептуальну модель її трансформації в умовах цифрової економіки. Встановлено, 
що цифровізація фінансового сектору суттєво змінює структуру загроз фінансовій безпеці через посилення 
кіберризиків, технологічної залежності та впливу цифрової інфраструктури на стійкість економічних систем. 
Виявлено відмінності у структурі загроз фінансовій безпеці ЄС та України. Визначено, що сучасна європейська 
модель забезпечення фінансової безпеки базується на принципах цифрової резильєнтності, інституційної 
координації та проактивної протидії ризикам. Практичне значення отриманих результатів полягає у можливості 
використання запропонованих підходів під час формування державної політики у сфері фінансової безпеки, 
розроблення стратегій цифрової трансформації фінансового сектору, підвищення цифрової резильєнтності та 
адаптації європейського досвіду до умов повоєнного відновлення економіки України

  Ключові слова: діагностика; резильєнтність; фінансова стійкість; фінансовий інжиніринг; кредитне 
навантаження; цифрові технології; євроінтеграція

https://doi.org/10.1146/annurev-economics-070220-032416
https://sk.ua/wp-content/uploads/2025/12/opituvannja-bezpeki_2025_ukr-2-2.pdf
https://sk.ua/wp-content/uploads/2025/12/opituvannja-bezpeki_2025_ukr-2-2.pdf
https://doi.org/10.33445/sds.2025.15.2.24
https://doi.org/10.55643/fcaptp.5.46.2022.3905
https://doi.org/10.55643/fcaptp.4.45.2022.3813
https://doi.org/10.5751/ES-11647-250211
https://doi.org/10.5751/ES-11647-250211
https://openknowledge.worldbank.org/server/api/core/bitstreams/4c370aee-ae90-4c42-ac27-89259f9e284e/content
https://orcid.org/0000-0002-2410-3210
https://orcid.org/0000-0002-1931-2851

