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The impact of digital technologies on the defence economy of Ukraine
in the context of economic challenges to cybersecurity

M Abstract. The purpose of the study was to assess the impact of cybersecurity and a number of other non-military
factors of countries’ resistance to threats on their defence capabilities and to characterise the factors that determine the
level of cybersecurity. As a result, the state of digitalisation of the defence economy of Ukraine is characterised through
qualitative and quantitative indicators, allowing for the substantial efforts of the state to implement digitalisation and
ensure cybersecurity to be noted. It is established that the country’s cybersecurity level was lower than the global average,
and the spending on digitalisation in the defence sector was only 0.16% of the total cost of the main areas. In the paper,
it is noted that improving the level of cybersecurity in the context of the rapid introduction of digitalisation is a priority
for ensuring defence capability because digitalisation creates new challenges for cybersecurity. This is confirmed by
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regression analysis, which identified a statistically substantial and negative impact of digitalisation and the level of human
development on cybersecurity. In addition, the aspects of countries’ defence capabilities that are most affected by the level
of cybersecurity are determined using regression analysis. It is discovered that the increase in the cybersecurity indicator
per unit caused an increase in military strength by 0.354. Therefore, the impact of cybersecurity on defence economy can
be considered substantial. Based on the results of the study, recommendations are formed for Ukraine on digitalisation of
the defence economy and improving the level of cybersecurity. The results obtained can be useful for developing strategies
to improve cybersecurity in the defence economy in the context of the rapid introduction of digitalisation

M Keywords: military strength; non-military threat resilience factors; human development level; global innovation index;

costs

N INTRODUCTION

In times of war, the defence economy is one of the key fac-
tors in supporting national security and Ukraine’s ability to
continue resisting the aggressor. However, the state’s de-
fence capacity is determined not only by human resources
and weapons but also by the ability to ensure the stability
of the information space. Therefore, ensuring cybersecu-
rity and examining the impact of digital technologies on
the level of economic capabilities is a timely task. Not only
physical means of destruction are used against Ukraine
but also cyber-attacks, which in some cases can have
no less large-scale consequences than physical damage
(Eichensehr, 2022; Fyshchuk et al., 2024). In turn, digital
technologies can both provide a means of combating cy-
ber threats and pose a danger due to the formation of new
risks (Goswami et al., 2023; Metin et al., 2024). Ye. Kral-
ich (2024) evaluated the benefits of digitalisation in the
defence sector of the economy. Among these advantages,
the researcher noted the use of unmanned aerial vehicles,
satellites, surveillance radars, sensor technologies, as well
as artificial intelligence, machine learning and big data
analytics technologies. However, the paper lacks an in-
depth analysis of the impact of the introduction of these
technologies on cybersecurity in the defence sector. S. Bo-
lila (2023) also noted that new digital technologies have
great potential to help the army and counter the aggressor.
Among other things, technologies contribute to improving
the economic situation in various sectors of the economy,
which will expand the defence capabilities of Ukraine. In
this context, the authors noted the effectiveness of the de-
fence tech cluster BRAVE1 platform, which supports start-
ups of Ukrainian programmers who offer the most effec-
tive projects in the field of defence technologies. However,
along with the recognised benefits, this paper also does not
cover the issues of increasing cyber threats through the use
of digitalisation.

In turn, O. Cheberyako & K. Rudik (2023) stated that
the impact of digitalisation on the economy in war condi-
tions can be not only positive but also create new challeng-
es. Among the advantages of digitalisation, the “Digital
for freedom” programme, according to which the world’s
leading technology companies participate in the develop-
ment of Ukraine’s digital capabilities during martial law,
was noted. Among the areas of the programme, the transi-
tion of public services to an online mode, the protection of
state registers, the optimisation of cybersecurity, etc., are
also notable. The disadvantage of digitalisation is exces-
sive reliance on digital technologies, the devastating con-
sequences of which were fully manifested during blackouts
and through the destruction of infrastructure (Shahini et

al., 2024). In addition, digitalisation can generate threats
to ensure information security - for example, through the
distribution of malicious content, cybersecurity, which is
conducted for the purpose of unauthorised access to con-
fidential data, their theft, distortion, and use for dishonest
purposes (Avtalion et al., 2024). An important contribution
of the study is the assessment of the impact of digitalisa-
tion on the formation of financial resources for defence ac-
tivities. The characteristics of the impact of digitalisation
on cybersecurity in the study are of an overview nature and
are not supported by quantitative data.

Important conclusions on ensuring cybersecurity are
provided in the paper of N. Komykh (2023), which stated
that the solution to the problem of cyber defence should
provide for the introduction of a set of various, not only
technological measures. According to the researcher, cy-
bersecurity is also influenced by technical, information-
al, legal, psychological, and organisational factors. An
important area for improving cybersecurity is to create
a cybersecurity culture that will include, among other
things, improving people’s skills to resist cyber threats.
Y.V. Samusevych et al. (2021) identified a link between
economy, education, national security, and digitalisation.
S. Bondarenko et al. (2022) established that the critical
areas of strengthening cybersecurity in Ukraine in terms
of optimising the institutional system are organisational
and legal. While recognising the valuable contribution of
research to characterise the relationship between digital-
isation, cybersecurity, and other non-military factors of
country resilience, it should be noted that their impact on
the country’s defence capability remains poorly examined.

In the context of an increased level of cyber threats, it
is important to understand the impact that cybersecurity
has on various aspects of defence economy capability. This
influence is not isolated but is conducted simultaneously
with other non-military factors. In turn, the level of cyber-
security is largely determined by social, technological, and
economic aspects. The paper aimed to assess the impact of
cybersecurity and other non-military factors of countries’
resilience on their defence economy capability and analyse
the factors that explain the level of cybersecurity. This goal
required solving the following tasks: to provide an over-
view of the state of digitalisation of the defence economy
of Ukraine in the context of war, identify key advantages
and main problems; to analyse the impact of non-military
factors of country resilience, including cybersecurity, on
defence capability using the example of a global sample
of countries; to evaluate the impact of technological, eco-
nomic, and social aspects on the level of cybersecurity.
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®m MATERIALS AND METHODS

The statistical analysis allowed to describe the state of
digitalisation of the defence economy of Ukraine and as-
sess global trends through the analysis of defence spend-
ing indicators, revenue dynamics, and the place of Joint-
Stock Company Ukrainian Defence Industry in the ranking
of the top 100 companies for the production of weapons
and military services in the world, estimates of non-mili-
tary sustainability indicators, and the global artificial in-
telligence market in the defence economy (FM Resilience
Index, n.d.; SIPRI arms industry database, n.d.; Global Al
in defense and security market, 2024; Defence spending
and procurement trends, 2025). The comparative analy-
sis allowed determining the place of Ukraine among other
states by comparing the indicators of the country’s de-
fence capability and non-military factors influencing its
defence capability with global averages.

Correlation analysis was used to analyse whether
there are statistically substantial relationships between
indicators of countries’ defence capability and non-mil-
itary factors of countries’ resilience. This allowed form-
ing an initial vision of the problem and identifying po-
tential influencing factors. The purpose of the regression
analysis was to analyse what non-military sustainability
factors of countries can affect their defence capabilities.
Special attention in the context of the research subject is
paid to defining the role and impact of cybersecurity on
defence capability.

Accordingly, the first group of indicators for regression
analysis was formed considering their ability to fully char-
acterise the defence capability of countries. These indica-
tors acted as dependent variables in the analysis. These
include military strength, security threats index, armed
forces personnel, and military expenditure. Despite the fact
that some indicators partially overlap (for example, armed
forces personnel and military expenditure are reflected in
military strength), their inclusion in the analysis was ap-
propriate because it allowed assessing the impact of sus-
tainability factors on various aspects of defence capability.

The second group of indicators consisted of indicators
describing non-military factors that can potentially affect
defence capability. The indicators of this group were inde-
pendent variables. These factors reflect economic, social,
environmental, and technological factors, including the
level of cybersecurity. This approach to forming a sample
of independent variables, among other things, allowed de-
scribing the impact of cybersecurity more accurately be-
cause it was evaluated in the context of interaction with
other indicators.

An additional stage of regression analysis was devoted
to assessing the impact of individual indicators on cyberse-
curity. The criteria for selecting indicators were their poten-
tial ability to influence the level of cybersecurity through
economic, social, and technological aspects. All indicators
that were used in the study are contained in Table 1, with
an explanation of their essence and a link to the source.

Table 1. Sample of indicators for the study

Indicator Source

Entity

Indicators that characterise defence capability and acted as dependent variables in the study

Military strength score (varies from
0.0744 to 4.3156 for the study period,
where 0.0744 indicates high military

strength)

Global Firepower (2025 military
strength ranking, 2025)

Assessment of countries by available firepower,
determined by about 60 factors (number of military units,
financial condition, material and technical capabilities,
etc.)

Security Threats Index — (varies from
0.2 to 9.7 for the study period, where

0.2 indicates a high level of security) rankings, n.d.)

The Global Economy (Security
Threats Index - country

It considers such immediate security threats as
explosions, attacks, deaths due to battles, rebel
movements, uprisings, coups, and terrorism. The index
also reviews substantial criminal factors and perceived
public confidence in the internal security system

World Bank (Armed forces

Armed forces personnel

personnel, total, n.d.)

Total number of military personnel in the country

Military expenditure

World Bank (Military
expenditure (current
USD), n.d.)

The country’s total defence expenditures, including the
maintenance of the army and the purchase of weapons for
other purposes

Non-military threat resistance factors that acted a

s independent variables in the study

Resilience Index (not directly included
in the analysis, its drivers were used;
the index, like drivers, is measured
from 0 to 100, where 100 is the highest
level of stability)

Factory Mutual Insurance
Company (FM Resilience Index,
n.d.)

The index reflects countries’ resilience to various
risks through 18 indicators included in it, including
productivity, health expenditure, education, inflation,
political risk, control of corruption, energy intensity,
ghg emissions, water stress, urbanisation rate, logistics,
internet usage, climate risk exposure, climate risk quality,
climate change exposure, seismic risk exposure, fire risk
quality, cybersecurity

cybersecurity

Indicators for an additional stage of regression analysis that acted as independent variables that potentially affect

Overall Global Innovation Index
(reflects the position of countries in
the ranking, where 1 is the highest
level of development)

World Intellectual Property
Organization (GII 2024
results, 2024)

It evaluates the effectiveness of innovation in about
130 economies of the world and contains approximately
80 indicators, including political, educational, and
infrastructure measures
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Table 1. Continued

Indicator Source

Entity

Human Capital Index (measured from
0 to 1, where 1 is the highest level of
development)

World Bank (Human Capital
Index (HCI), upper bound
(scale 0-1) — East Asia & Pacific
(excluding high income), n.d.)

Determines how effectively countries mobilise human
capital and realise the economic and professional
potential of the population

GDP per capita

World Bank (GDP per capita
(current US$), n.d.)

Shows the country’s gross domestic product (GDP)
divided by the total population

Source: compiled by the authors

Thus, the analysis used 4 indicators of defence capabil-
ity, 18 indicators of non-military sustainability factors, and
3 indicators of impact on cybersecurity for 91 countries of
the world. Such a sample was considered to be sufficient for
a study confirming the reliability of the results.

W RESULTS

Digital technologies in the defence economy

of Ukraine: Effectiveness of digitalisation

and cybersecurity

The defence economy is an essential tool for ensuring
an appropriate level of national security, increasing the
country’s defence capability through the efficient use of
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resources. Defence spending determines the ability of
countries to respond to global challenges in the face of in-
stability and escalation of conflicts of various origins. Fig-
ure 1 shows the countries that are the leaders in defence
spending as of 2024.

Ukraine ranked fourteenth in terms of military spend-
ing in 2024, down several positions from 2023, when the
country’s military spending totalled USD 64.8 billion, and
it ranked eighth in the ranking (Countries with the high-
est..., 2024). Moreover, Joint-Stock Company Ukrainian De-
fence Industry (Ukroboronprom) has been among the top
100 companies producing weapons and military services in
the world since 2011 (Fig. 2).

Figure 1. Countries with the highest military spending in 2024
Source: compiled by the authors based on Defence spending and procurement trends (2025)
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Figure 2. Revenue dynamics and position of Joint-Stock Company Ukrainian Defence Industry
in the top 100 companies for the production of weapons and military services in the world

Note: * — as of September 2024

Source: compiled by the authors based on SIPRI arms industry database (n.d.), B. Miroshnychenko (2024)

The military strength indicator in 2025 is 0.3755
for Ukraine, which is quite high compared to the glob-
al average value of this indicator, which is about 1.3514.
The number of military personnel of Ukraine as of 2025

reaches approximately 800,000 people, another 1,000,000
people are in reserve. Regarding non-military indicators of
country resilience, Ukraine’s indicators generally adhere to
global averages (Fig. 3).
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Figure 3. Comparison of non-military indicators of Ukraine’s stability and global averages in 2024
Source: compiled by the authors based on FM Resilience Index (n.d.)

For Ukraine, among these non-military sustainability
indicators, cybersecurity is of particular importance. In the
context of war, given the scale and consequences of Russian
cyber-attacks, cybersecurity is one of the most important
areas of ensuring defence economy capability. Digitalisa-
tion of the defence sector, on the one hand, provides new
opportunities for improving protection systems against cy-
bersecurity threats. On the other hand, digitalisation can
create new cybersecurity challenges, especially in the case
of excessive dependence on information and communi-
cation technologies (Metelskyi & Kravchuk, 2023). In war
conditions, enemy cyber-attacks can be aimed at obtaining
confidential information or disrupting the activities of the
military administration (Cherleniak & Tokar, 2024). There-
fore, the activity of anticipating, countering and eliminat-
ing cybersecurity threats is one of the priorities in the con-
text of armed confrontation.

Current initiatives in the field of digitalisation of the
security and defence sector of Ukraine can be divided into
several areas. The first concerns direct warfare, and one
example of using digitalisation in this process is the intro-
duction of the Delta system, which allows tracking enemy
targets. As of January 14, 2025, it was reported that this sys-
tem helped eliminate Russian equipment worth about USD
15 billion. The second area is material and technical sup-
port, which is the responsibility of the procurement agen-
cies of the Ministry of Defence. Digitalisation of procure-
ment processes (in particular, purchases through Prozorro,
implementation of the DOT-Chain IT system, optimisation
of internal dot processes, etc.) allowed saving about UAH
21 billion for the state budget, improving the food supply
cycle, and optimising accounting systems. The third direc-
tion concerns human capital and is presented through: the
register “Oberig”, which contains data on those liable for
military service, necessary for military registration; the
electronic cabinet Reserve+, which contains the largest
database of military vacancies; the application Army+ for
military personnel, created to overcome excessive bureau-
cracy in the army. The last and fourth direction of digitali-
sation of the security and defence sector concerns resource
provision. This area is the least digitalised and requires the
introduction of effective tools for translating data work
into digital form (Defence Talks, 2025).

The main directions of the state’s cybersecurity policy
are determined by the Law of Ukraine No. 2163-VIII (2017)
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and the Cybersecurity Strategy of Ukraine (Decision of
the National Security and Defence Council of Ukraine
No. n0055525-21, 2021). Coordination between cyberse-
curity entities is provided by the National Cybersecurity
Coordination Centre, established in 2016. In 2020, changes
were introduced to the work of the National Cybersecurity
Coordination Centre, in particular, private sector special-
ists were involved. Such initiatives have allowed turning
the National Cybersecurity Coordination Centre into a
central platform for tracking, predicting, detecting, and
eliminating cybersecurity threats in the public and private
spheres. In 2024, the Ministry of Defence added another
structural unit to improve the state of cybersecurity — the
Cyber Incident Response Centre. It is assumed that this
unit will have the goal of prompt and effective response to
cyber incidents. Another way to improve cyber defence is to
standardise information security requirements in the Min-
istry of Defence systems in accordance with North Atlantic
Treaty Organization (NATO) best practices. This applies
to the ministry’s digital tools, services, applications, and
systems. An important area of countering cyber threats is
improving the training of specialists in the field of cyberse-
curity and finding opportunities for information exchange
and cooperation with other parties, particularly interna-
tional partners.

Despite the noted efforts in the field of countering cy-
ber threats, the cybersecurity indicator of Ukraine is below
the global average, and spending on digitalisation in the
field of defence is only 0.16% of the total spending on the
main areas (Cheberyako & Rudyk, 2023). Given the rapid
development of technologies and the projected growth of
the global artificial intelligence market in defence and se-
curity, Ukraine needs to increase attention to cybersecurity
issues through improving information security strategies,
strengthening the regulatory framework, and financial
support (Fig. 4). Assessing the impact of cybersecurity and
other non-military resilience factors in countries can help
identify which aspects of countries’ defence capabilities
are most dependent on the level of cybersecurity. Initial
conclusions about the relationship between cybersecurity
and the defence capabilities of countries can be obtained
through correlation analysis. Thereby, it should be consid-
ered that the level of cybersecurity is not a separate indica-
tor but has an impact simultaneously with other sustaina-
bility factors.

Economics of Development. 2025. Vol. 24, No. 1
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Figure 4. The size of the global artificial intelligence market in defence and security
Source: compiled by the authors based on Global Al in defense and security market (2024)

Regression analysis was used to assess the combined
impact of these factors. In turn, it is also important to in-
vestigate what factors of the social, economic, and techno-
logical environment affect the level of cybersecurity. This
will determine the extent to which factors such as human
development, well-being, and digitalisation determine cy-
bersecurity.

Impact of digitalisation on global sustainability

Correlation analysis was aimed at identifying the strength
and direction of the relationship between the indicators
of countries’ defence capability and non-military indi-
cators of resistance to threats. Tables 2 and 3 show the
results of the correlation analysis between the observed

indicators. Table 2 contains the obtained correlations of
defence performance indicators with physical scores, Ta-
ble 3 — with macro scores. Based on the results presented
in Table 2, initial conclusions were drawn regarding the
presence of a relationship between the examined indi-
cators. The military strength and security threats index
indicators correlated with most physical scores, and this
relationship was statistically substantial. For military
strength, the relationship strength was mostly weak or
moderate, for the security threats index — noticeable and
strong. For the armed forces personnel and military ex-
penditure indicators, statistically substantial correlations
were observed with individual indicators, mainly with
weak coupling strength.

Table 2. Results of correlation analysis between indicators of defence capability of countries
and non-military indicators of resistance to threats (resilience index drivers — physical scores)

Indicators Military strength Security threats index pérgzg efﬁ rt(é)etill Mlh(tc"’:lrl?;:ﬁ?%%%)mre
Productivity -0.28* -0.69* -0.09 0.18
Health expenditure -0.36* -0.66* -0.06 0.39*
Education -0.43* -0.63* -0.1 0.13
Inflation -0.05 -0.22* 0.03 0.06
Political risk 0.03 -0.89* -0.27* -0.01
Control of corruption -0.26* -0.78* -0.13 0.13
Energy intensity 0.18 0.05 -0.13 -0.12
GHG emissions -0.23* -0.38* -0.07 0.02

Water stress 0.01 0.08 0.02 0

Urbanisation rate -0.35* -0.47* -0.15 0.05
Logistics -0.47* -0.64* 0.07 0.22*
Internet usage -0.39* -0.62* -0.08 0.12

Note: * - statistically substantial relationships at p<0.05
Source: calculated by the authors based on Armed forces personnel, total (n.d.), FM Resilience Index (n.d.), Military
expenditure (current USD) (n.d.), Security Threats Index — country rankings (n.d.), 2025 military strength ranking (2025)

Table 3. Results of correlation analysis between indicators of defence capability of countries
and non-military indicators of resistance to threats (resilience index drivers — macro scores)

. Climate risk Climate risk Climate change Seismic risk Fire risk .
Indicators N A Cybersecurity
exposure quality exposure exposure quality
Military strength 0.01 -0.431* -0.069 -0.047 -0.451* -0.552*
Security threats index -0.146 -0.653* -0.218* -0.154 -0.568* -0.425*
Armed forces -0.243* -0.09 -0.199 0.002 0.072 0.23*
personnel, total
Military expenditure ~ ~
(current USD) 0.119 0.152 0.065 0.116 0.218 0.189

Note: * — statistically substantial relationships at p<0.05
Source: calculated by the authors based on Armed forces personnel, total (n.d.), FM Resilience Index (n.d.), Military
expenditure (current USD) (n.d.), Security Threats Index — country rankings (n.d.), 2025 military strength ranking (2025)
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Regarding the relationship between defence capability
indicators and macro scores, a similar trend can be noted:
military strength is moderately or noticeably correlated
with climate risk quality, fire risk quality, and cybersecu-
rity. The security threats index showed a weak correlation
with climate change exposure and a moderate or noticea-
ble correlation with climate risk quality, fire risk quality,
and cybersecurity. The armed forces personnel indicator
showed a weak association with the climate risk exposure
and cybersecurity indicators, while military expenditure —
only with fire risk quality indicators. The results showed
that the defence capability of countries can be closely
linked to a number of non-military indicators. However,
the obtained correlations do not prove the direct impact of
these indicators on defence capability. For a more in-depth
analysis of the ability of the non-military indicators under
study to determine the defence capability of countries, a

regression analysis was conducted. Regression analysis was
performed in several stages, each of which had its own de-
pendent variable. The dependent variables were alternate-
ly indicators of the countries’ defence capability. The set
of independent indicators for regression analysis was com-
mon to all stages and consisted of non-military indicators
of countries’ resilience to threats.

Table 4 shows the results of regression analysis for
military strength as a dependent variable and non-military
threat resistance indicators as independent. The correla-
tion coefficient for the resulting model was 0.76025834,
which indicated a fairly strong correlation between the
indicators included in it. The coefficient of determination
was 0.57799274, and the updated coefficient of determina-
tion was 0.47249092, which showed moderate explanatory
ability. The indicator is p <0.00000, and therefore, the re-
sults are statistically substantial.

Table 4. Regression analysis results for military strength as a dependent variable
and non-military threat resistance indicators

Indicators Coefficients Standard error t (72) p value
Intercept 1.714 1.804 0.95 0.345
Productivity 0.401 0.184 2.184 0.032
Health expenditure -0.364 0.212 -1.716 0.09
Education 0.074 0.202 0.363 0.718
Inflation 0.035 0.091 0.387 0.7
Political risk 0.428 0.129 3.315 0.001
Control of corruption 0.335 0.221 1.519 0.133
Energy intensity 0.091 0.138 0.658 0.513
GHG emissions -0.018 0.145 -0.123 0.902
Water stress -0.022 0.089 -0.247 0.805
Urbanisation rate -0.043 0.145 -0.298 0.767
Logistics -0.518 0.173 -2.991 0.004
Internet usage -0.285 0.173 -1.645 0.104
Climate risk exposure 0.222 0.136 1.636 0.106
Climate risk quality -0.159 0.213 -0.746 0.458
Climate change exposure -0.137 0.138 -0.989 0.326
Seismic risk exposure 0.058 0.098 0.595 0.554
Fire risk quality -0.017 0.195 -0.088 0.93
Cybersecurity -0.354 0.125 -2.838 0.006

Source: calculated by the authors based on FM Resilience Index (n.d.), 2025 military strength ranking (2025)

A statistically substantial impact on military strength
was observed from the following non-military indicators:
productivity and political risk — direct impact, logistics
and cybersecurity - reverse impact. Notably, the growth of
the military strength indicator used in the work indicated
a lower military power and defence capability, and its ap-
proach to zero, on the contrary, indicated substantial de-
fence capabilities of countries. Accordingly, rising levels of
productivity and political risk weaken countries’ military
power. An increase in productivity by 1 was accompanied by
an increase in military strength by 0.401 and an increase in
political risk — by 0.428. In turn, the development of logis-
tics and a high level of cybersecurity contribute to improv-
ing defence and military capabilities. An increase in the

II- 124

logistics indicator by one was associated with a decrease in
the military strength indicator by 0.518 and cybersecurity —
by 0.354. Conclusions about the inverse effect of productiv-
ity on military power may seem continental. However, this
state of affairs can be explained by the focus of countries
on technological, social, and political aspects of develop-
ment, with a low focus on defence needs. Table 5 contains
the regression results for the model in which the securi-
ty threats index was the dependent variable. The model is
characterised by a high correlation coefficient, which was
0.92801302, and a high explanatory ability, as indicated by
the value of the coefficient of determination - 0.86120816
and the refined coefficient of determination — 0.8265102.
The results are statistically substantial (p <0.0000).
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Table 5. Regression analysis results for the security threats index as a dependent variable
and non-military threat resistance indicators

Indicators Coefficients Standard error t (72) p value
Intercept 7.837 2.524 3.106 0.003
Productivity -0.175 0.105 -1.661 0.101
Health expenditure 0.177 0.122 1.452 0.151
Education -0.026 0.116 -0.226 0.822
Inflation -0.008 0.052 -0.145 0.885
Political risk -0.685 0.074 -9.255 0
Control of corruption -0.292 0.127 -2.309 0.024
Energy intensity 0.006 0.079 0.077 0.939
GHG emissions 0.053 0.083 0.64 0.524
Water stress 0.059 0.051 1.161 0.25
Urbanisation rate 0.098 0.083 1.177 0.243
Logistics 0.129 0.099 1.302 0.197
Internet usage 0.012 0.099 0.117 0.907
Climate risk exposure -0.094 0.078 -1.203 0.233
Climate risk quality -0.235 0.122 -1.918 0.059
Climate change exposure -0.008 0.079 -0.105 0.917
Seismic risk exposure 0.088 0.056 1.563 0.123
Fire risk quality 0.062 0.112 0.557 0.579
Cybersecurity -0.076 0.072 -1.064 0.291

Source: calculated by the authors based on FM Resilience Index (n.d.), Security Threats Index — country rankings (n.d.)

The security threats index was under the statistically
substantial influence of political risk and control of corrup-
tion. The growth of the security threats index indicates an
increase in the level of threats, so the inverse relationship
with indicators indicates that their increase contributes to
a decrease in security threats. An increase in political risk
by 1 was accompanied by a decrease in the security threats
index by 0.685 and the control of corruption indicator - by
0.292. This impact can be considered quite large-scale be-
cause the security threats index for the study period ranged

from 0.2 to 9.7, and its change by 0.292 and even more so
by 0.685 is substantial. Notably, the lowest value of the in-
dicator (9.7) among 91 countries under study is typical for
Ukraine. Table 6 shows the results of a regression analysis
in which the military expense indicator was the dependent
variable. There was a noticeable correlation between the
indicators in the model (0.72259235), and it was character-
ised by moderate explanatory ability because the updated
coefficient of determination was 0.40267463. As in previous
models, the results are statistically substantial (p < 0.0000).

Table 6. Regression analysis results for military expenditure as a dependent variable
and non-military threat resistance indicators

Indicators Coefficients Standard error t(72) p value
Intercept 217,635,598,285.156 190,205,112,522.16 1.144 0.256
Productivity -0.668 0.195 -3.419 0.001

Health expenditure 1.714 0.226 7.598 0

Education -0.36 0.215 -1.67 0.099
Inflation 0.017 0.097 0.179 0.859
Political risk -0.043 0.137 -0.313 0.755
Control of corruption -0.608 0.235 -2.588 0.012
Energy intensity -0.073 0.147 -0.496 0.622
GHG emissions -0.169 0.154 -1.099 0.276
Water stress 0.059 0.095 0.625 0.534
Urbanisation rate -0.074 0.155 -0.479 0.633
Logistics 0.064 0.184 0.349 0.728
Internet usage 0.229 0.185 1.239 0.22
Climate risk exposure -0.292 0.145 -2.019 0.047
Climate risk quality -0.465 0.227 -2.046 0.044
Climate change exposure 0.227 0.147 1.544 0.127
Seismic risk exposure -0.028 0.104 -0.264 0.793
Fire risk quality 0.238 0.208 1.145 0.256
Cybersecurity 0.317 0.133 2.387 0.02

Source: calculated by the authors based on FM Resilience Index (n.d.), Military expenditure (current USD) (n.d.)
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Military expenditure was inversely affected by pro-
ductivity, control of corruption, climate risk exposure,
and climate change exposure. Military expenditure was
directly influenced by health expenditure and cybersecu-
rity. Among the observed indicators, the strongest influ-
ence was observed from productivity, an increase of 1 was
associated with a decrease in military spending by 0.668,
control of corruption, an increase of which by 1 was ac-
companied by a decrease in spending by 0.608, and health
expenditure, an increase of which by 1 increased military

spending by 1.714. Given that costs were measured in dol-
lars, the scale of the impact was insubstantial and made
no practical sense despite its statistical importance. The
results of regression analysis with armed forces personnel
as a dependent variable are shown in Table 7. The corre-
lation coefficient shows a noticeable correlation between
the model variables (0.67083765), according to the refined
coefficient of determination, it has a moderate explanatory
capacity (0.31252894), and p < 0.00018, which confirms sta-
tistical significance.

Table 7. Regression analysis results for armed forces personnel as a dependent variable
and non-military threat resistance indicators

Indicators Coefficients Standard error t (72) p value
Intercept 1,184,327.619 1,001,958.332 1.182 0.241
Productivity -0.471 0.21 -2.248 0.028
Health expenditure 0.485 0.242 2.006 0.049
Education -0.473 0.231 -2.047 0.044
Inflation -0.033 0.104 -0.314 0.755
Political risk -0.151 0.147 -1.026 0.309
Control of corruption -0.293 0.252 -1.161 0.249
Energy intensity -0.284 0.157 -1.801 0.076
GHG emissions -0.024 0.165 -0.142 0.887
Water stress 0.097 0.102 0.955 0.343
Urbanisation rate -0.063 0.166 -0.38 0.705
Logistics 0.426 0.198 2.153 0.035
Internet usage 0.12 0.198 0.605 0.547
Climate risk exposure -0.446 0.155 -2.879 0.005
Climate risk quality -0.439 0.244 -1.802 0.076
Climate change exposure 0.231 0.158 1.467 0.147
Seismic risk exposure -0.094 0.112 -0.839 0.404
Fire risk quality 0.407 0.223 1.826 0.072
Cybersecurity 0.453 0.142 3.181 0.002

Source: calculated by the authors based on Armed forces personnel, total (n.d.), FM Resilience Index (n.d.)

The variables productivity, health expenditure, ed-
ucation, logistics, climate risk exposure, and cyberse-
curity have a statistically substantial impact on armed
forces personnel. However, judging by the regression co-
efficients, as in the previous model, the impact scale is
too small to have practical value. In the context of the
subject of study, cybersecurity deserves special attention
among the examined indicators. According to the regres-
sion analysis, the statistically substantial and largest im-
pact of this indicator was observed relative to military
strength. Among the countries considered, the highest
military strength value is 0.0744 (for the United States
of America) and the lowest is 4.3156 (for Benin). Given

that an increase in the cybersecurity indicator by 1 led to
an increase in military strength by 0.354, the impact of
cybersecurity on military strength can be considered sub-
stantial. Therefore, it was advisable to investigate which
social, economic, and technological indicators affected
the level of cybersecurity, for which regression analysis
was also used. The correlation coefficient for the model,
where cybersecurity was used as a dependent variable and
Overall Global Innovation Index, Human Capital Index,
and GDP per capita were independent, is 0.76412146, and
indicates a strong relationship. The refined coefficient of
determination is 0.5695327, which indicates a noticeable
explanatory ability (Table 8).

Table 8. Regression analysis results for cybersecurity as a dependent variable
and economic, social, and technological impact indicators

Coefficients Standard error t (72) p value
Intercept 163.365 25.505 6.405 0
In%‘gf:‘tliloikl’r?glx -1.068 0.154 -6.914 0
Human Capital Index -0.299 0.15 -1.999 0.049
GDP per capita -0.078 0.103 -0.759 0.45

Source: calculated by the authors based on GDP per capita (current US$) (n.d.), FM Resilience Index (n.d.), Human Capital
Index (HCI), upper bound (scale 0-1) — East Asia & Pacific (excluding high income) (n.d.), GII 2024 results (2024)
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According to the results obtained, the impact is re-
versed; that is, an increase in Global Innovation Index and
Human Capital Index is accompanied by a decrease in the
level of cybersecurity. The results can be explained by the
fact that countries with a high level of innovation and hu-
man resource development face more complex cyber threats
and have a higher risk due to the active use of new tech-
nologies. Accordingly, highly developed countries should
pay special attention to preventing and countering cyber
threats through government initiatives, educational pro-
grammes, strengthening technological characteristics, etc.

Based on the analysis of the state of digitalisation
of the defence economy of Ukraine in the conditions of
war and the results of regression analysis, the follow-
ing recommendations can be formed for Ukraine to bal-
ance the need to implement digitalisation and ensure
an appropriate level of cybersecurity: increase funding
for digitalisation of the defence sector of Ukraine, for
example, through the development of state co-financ-
ing programmes and international initiatives to support
digitalisation in Ukraine; expand the use of the latest
technologies in the defence sector while ensuring prop-
er control over their development and use, in particular,
through the adaptation of NATO standards in the field of
cybersecurity, as well as the development of clear require-
ments for certification of implemented systems; optimise
state training programmes in the field of cybersecurity,
cooperation with research centres, universities and inter-
national partners will be useful; ensure coordination of
actions and exchange of information with international
partners (through specialised platforms, training, etc.);
conduct regular monitoring of cyber threats and the state
of cybersecurity, analyse the impact of cybersecurity on
defence capability; pay close attention to protecting crit-
ical infrastructure objects from cyber threats, for exam-
ple, through the creation of secure data storage; conduct
information campaigns for the population to improve
self-defence skills against digital threats.

M DISCUSSION

In the course of regression analysis, it was established
that the simultaneous impact of cybersecurity and other
non-military factors on the level of defence capability of
countries is substantial. The statistically important and
largest impact on cybersecurity was recorded relative to
the military strength indicator. The increase in cybersecu-
rity is accompanied by increased military strength, but it
has also been determined that increased Global Innovation
Index and Human Capital Index levels can increase cyber-
security threats.

Many of the papers of researchers also analysed the
impact of digitalisation on various aspects of countries’
resilience to threats. B. Brenner & B. Hartl (2021) investi-
gated how the degree of digitalisation affects sustainabili-
ty dimensions — economic, social, and environmental. The
perception of environmental and economic sustainability
was identified to be dependent to the greatest extent on
digitalisation. These results are consistent with the results
obtained by A. Grybauskas et al. (2022), which showed that
digitalisation makes a substantial contribution to eco-
nomic development at the corporate level by increasing
the rate of return, reducing the time to market goods and
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increasing labour productivity. Similar conclusions are
observed in the field of environmental sustainability.
E.S. Knudsen et al. (2021) proved that digitalisation makes
competitive advantages more extensive and sustainable.
However, these studies focus mainly on the impact of dig-
italisation on non-military sustainability factors and do
not pay enough attention to analysing the relationship be-
tween digitalisation and security at different levels.

In different publications, the relationship between
digitalisation and security factors is investigated. For ex-
ample, T.T. Thanh et al. (2023) discovered that digital
transformation has a positive impact on the sustainability
of energy security and ultimately contributes to sustaina-
ble economic development. However, their study does not
fully disclose what cybersecurity challenges digitalisation
poses. Regarding the risks of digitalisation for cybersecuri-
ty, S. Kumar & R.R. Mallipeddi (2022) noted that the use of
the latest technologies, in particular, cloud technologies,
the Internet of things, artificial intelligence, big data, and
nanotechnology, creates new risks for organisations in the
form of cybersecurity problems. The situation is aggra-
vated by the growing number of cyber-attacks related to
these technologies. Based on the results of the study by
B. Guembe et al. (2022), the capabilities of existing cyber
defence infrastructures will not be sufficient in the near
future to counter sophisticated cyber-attacks controlled
by artificial intelligence. P. Sharma & B. Dash (2023) add-
ed that the increase in the number of attacks in the cyber
environment has recently led to serious negative conse-
quences for business systems and individuals. The authors
analysed how big data analytics and artificial intelligence
technologies affect cybersecurity risks. Researchers have
found that artificial intelligence-based platforms such as
ChatGPT can have both positive and negative effects. On
the one hand, these technologies can be used to implement
preventive measures, and on the other - promote complex
cyber-attacks. These conclusions are confirmed by M. Gup-
ta et al. (2023), who noted the use cases of generative ar-
tificial intelligence, in particular ChatGPT, in both defen-
sive and offensive cybersecurity strategies. Specifically, the
researchers clarified how ChatGPT can be used to develop
cyber-attacks, extract malicious information without ethi-
cal restrictions, create phishing attacks, social engineering
attacks, malicious software, etc.

M. Charfeddine et al. (2024) supplemented this list,
noting the technology’s ability to provide malicious hints,
test brute-force attacks, develop ransomware, and more.
D. Kalla et al. (2023) noted that ChatGPT offers important
information for cybersecurity, but its risks and limitations
must be considered. M. Alsharif et al. (2022) concluded
that the active use of technology increases cybersecurity
risks. Examples include password attacks, phishing at-
tacks, and social engineering. An important conclusion
of the paper is to establish the fact that most successful
cyber-attacks can be explained by the human factor — for
example, about 95% of attacks were caused by human er-
rors. These conclusions are consistent with the results of
the author because the paper determined that the level of
digitalisation, which was presented in the paper through
the Overall Global Innovation Index indicator, negatively
and statistically substantially affects the cybersecurity in-
dicator of the examined countries.
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A number of papers analyse successful internation-
al practices in countering cyber risks. In contrast to the
previous studies reviewed, A.B. Ige et al. (2024) suggest-
ed that artificial intelligence and machine learning could
help overcome information security challenges. The re-
searchers also noted the advantages of international co-
operation, implementation of international standards,
investment in new technologies and public-private part-
nerships to increase resilience to cyber threats. M. Abdul-
lahi et al. (2022) come to similar conclusions, noting the
capabilities of artificial intelligence for continuous com-
pliance monitoring and threat detection. B. Al Kurdi et
al. (2024), using the example of the United Arab Emirates,
established that successful cybersecurity management is
impossible without optimising the supply chain, training
employees, monitoring and the awareness of protection
and security needs. However, these papers do not exam-
ine the relationship between the defence economy, cyber-
security, and the introduction of digitalisation. In turn,
D. Cai et al. (2023) examined how defence science and
technological innovation are related using the example of
China. Researchers found a stable correlation between the
defence sector, technological innovation, and economic
development of this state, but it was heterogeneous for
different regions of China. Based on the results of the
study, the authors propose to balance defence and nation-
al construction, optimise the defence strategy in terms of
science and technology, and strengthen the efficiency of
using industrial advantages.

In turn, E.B. Kania (2022) noted that the effective-
ness of China’s approach to using new defence technolo-
gies will be determined by a clear strategic culture, oper-
ational requirements, and organisational characteristics.
J. Reis et al. (2021) noted the feasibility of developing in-
novative defence systems based on technologies such as
artificial intelligence and robots. The development of the
high-tech defence industry requires effective investment
of limited resources in the most promising areas (Hysi et
al., 2024). The authors claimed that the greatest effect can
be achieved at the tactical level, when the need for human
intervention is minimised. D. Araya & M. King (2022) used
the example of Canada to examine the development of mil-
itary capabilities through the use of artificial intelligence
and machine learning. The positive impact of new tech-
nologies on the management of military operations was
noted. The researchers expressed concern about the secu-
rity risks associated with the use of network technologies.
Therefore, researchers focused on the need to strengthen
security and improve data management, the need for new
knowledge and experience, and the need for a balance be-
tween the rigidity of power and the needs of a changing
geopolitical environment.

J.M. Rickli & M. Ienca (2021) examined the securi-
ty and military implications of the use of artificial intel-
ligence and nanotechnology. They have noticed the great
potential of these technologies, which can be realised due
to their modifying ability and rapid spread. Therefore, the
introduction of technology in the military sector is of great
concern due to the possibility of implementing security
risks such as data bias, social control and manipulation, the
use of weapons, etc. (Lyndyuk et al., 2023). Scientists em-
phasised that because of these dangerous opportunities of
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technologies, there is an urgent need for appropriate man-
agement responses to their distribution, access, and use.

The response should account for the interests of
all stakeholders and be diverse and adaptive, which will
counter the risks associated with the rapid development
of technology. The conclusions are somewhat different
from the results of this study on the directions of ensur-
ing cybersecurity in Ukraine through different contexts be-
cause the experience of each state is unique and depends
on numerous factors — the level of development, financial
capabilities, political factors, etc. However, the experience
described in the studies can be used in the process of devel-
oping cybersecurity strategies in Ukraine, along with the
areas covered in the author’s paper.

B CONCLUSIONS

The results of the work showed that Ukraine has quite high
indicators of military strength, military spending, and the
number of military personnel. Calculating the average
value of these indicators based on the data of the studied
countries and comparing it with the indicators of Ukraine
allowed confirming that the military potential of Ukraine
substantially exceeds the global average. However, the
analysis of non-military indicators of Ukraine’s resilience
and their comparison with the national average demon-
strated that, in this case, Ukraine shows quite average re-
sults. Indicators of productivity, health costs, political risk,
corruption control, and logistics are noticeably lower than
average. Non-military sustainability indicators can provide
important support for a country’s defence capability, as
confirmed in the regression analysis.

Regression analysis conducted for indicators of the
defence capability of countries as dependent variables and
non-military indicators of the stability of countries allowed
confirming that the latter are able to partially determine
military strength and influence various parameters of de-
fence capability. Thus, productivity and political risk had a
statistically substantial direct impact on military strength,
while logistics and cybersecurity had the opposite impact.
Given that the increase in military strength indicates a
lower military strength, it was concluded that increased
productivity and political risk weaken the military power of
states, and better logistics and a high level of cybersecurity
increase defence capabilities. The increase in logistics per
unit was accompanied by a decrease in military strength
by 0.518, cybersecurity — by 0.354. Given that the mili-
tary strength indicator for the study period ranged from
0.0744 to 4.3156, where 0.0744 meant the highest military
strength, such an impact can be considered substantial.

In addition to the impact on military strength, regres-
sion analysis revealed a statistically substantial impact of
non-military resilience indicators on the security threats
index. This indicator was under the statistically substan-
tial and substantial influence of political risk and control
of corruption. The military expense indicator was heavily
influenced by productivity, control of corruption, climate
risk exposure, and climate change exposure. A direct im-
pact on this indicator was observed on the part of health
expense and cybersecurity. Armed forces personnel were
substantially affected by the variables productivity, health
expenditure, education, logistics, climate risk exposure,
and cybersecurity. However, for both the military expense
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indicator and armed forces personnel, the scale of impact
was insubstantial and did not make practical sense.
Analysis of the impact of economic, technological, and
social indicators on cybersecurity displayed that the lev-
el of cybersecurity depends on the overall development of
innovation and the level of human capital development.
Therewith, these indicators have the opposite effect, which
indicates an increase in cybersecurity risks with the growth
of these variables. Thus, countries with a high level of in-

O. Semenenko et al.

were formed for Ukraine on balancing digital development
and the need to ensure a high level of cybersecurity. Further
research should focus on a comparative analysis of the best
practices for ensuring cybersecurity in countries with a high
level of innovative development because this can provide
new insights to improve the fight against cyber threats in
the face of the threat of more complicated and complexrisks.
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BnanB umdpoBUX TEXHOJIOrN HAa 060POHHY €EKOHOMIKY YKpaiHU
B KOHTEKCTIi EKOHOMIYHUX BUKJIUKIB Kibepb6e3neui

M AHoTauif. MeTolo moctiakeHHsT 6yla OIliHKa BIUIMBY Kibep6e3ImeKkyu Ta HM3KMU iHIIMX HeBiliCbKOBUX UMHHUKIB
cTilikoCTi KpaiH 4o 3arpo3 Ha iX 0OOpPOHO3HATHICTh, a TAKOXK XapaKTepucTuka (PakTopiB, 10 BM3HAUYAIOTh PiBE€Hb
Kibepb6esmnekn. Y pesyabTaTi 0XapakTepu3oBaHO CTaH 1ubpoBisallii 060poHHOT eKOHOMiKM YKpaiHu uepes sIKicHi Ta
KiJIbKiCHi MOKa3HMKM, IO MO3BOJWIO Bif3HAUMTU 3HAUHI 3YCUMJUIS JepskaBM IIOJO BIPOBAakeHHS mudposiszanii Ta
3abe3reueHHs Kibep6esreku. BcraHOB/IEHO, 110 piBeHb KibepOesreky KpaiHu OYB HUKUMM 3a CepeqHbOCBiTOBMI,
a BUTpaTu Ha 1udpoBisalio B 060poHHOMY ceKTopi craHoBWwIM auiie 0,16 % Bim 3araJbHMX BUTpAT 38 OCHOBHUMM
HampsiMamu. 3asHauyeHo, 10 MiABUIIEHHS PiBHS Kibep6es3meKkyu B YMOBax CTPIMKOTO BIPOBaKeHHs Ludposisarliii €
MIpiOpUTETOM [J11 3a0e311eUeHHSI 000POHO034ATHOCTI, OCKiIbKM I[P POBi3aliis CTBOPIOE HOBi BUK/IMKM /151 KibepOe3meKi.
Lle migTBEPAKYETHCSI PETPeCiiiHMM aHATi30M, SIKMI BUSIBUB CTATUCTUYHO 3HAUYIINMIA HETAaTMBHMIA BIUIMB UMbpoBisaii
Ta PiBHS JIIOJCHKOTO PO3BUTKY Ha Kibepbe3meky. Kpim Toro, 3a JOTIOMOT0I0 perpeciifHoro aHasi3y BU3HauU€HO acIeKTu
060pOHO3ATHOCTI KpaiH, Ha sKi Halibible BIUIMBAE piBeHb KibepOesneku. BusiBieHo, 1m0 36iablIeHHS TOKa3HUKA
Kibepb6e3mneku Ha ONVHULIIO CIIPUUMHSIE 30ibIIeHHS BificbKOBOI cvmy Ha 0,354. OTske, BIUVIMB KibepOe3reky Ha 060pOHHY
€KOHOMIiKYy MOYXHa BBaXkaTM CYTTEBMM. 3a pe3yJbTaTaMM IOCTiIKeHHSI chOPMOBAHO peKOMeHpalii mjist YKpaiHu
mozao uudposisailii 060poHHOT €eKOHOMIKM Ta MiABUINEHHS PiBHS Kibepbesneku. OTpMMaHi pe3yabTaTh MOXKYTh 6YTH
KOPUCHUMM /1T PO3pO6GKM CTpaTeTiii MiABMIIeHHS piBHS Kibep6e3mneky B 000POHHiI eKOHOMIIli B yMOBaX CTPiMKOTO
BIPOBAKeHHS MU poBizalii

M KniouoBi cnoea: BilicbkoBa Millb; GakTOPyM CTIKOCTI O HEBiICKOBMX 3arpo3; piBeHb JIOACHKOTO PO3BUTKY;
I06abHMIT iHAeKC iHHOBAlliii; BUTpaTH
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