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ASSESSMENT OF THE UNEVEN USE
OF INFORMATION RESOURCES
IN THE BUSINESS PROCESS CIRCUIT

Abstract

An approach is proposed for assessing the uneven use of information resources in the organization’s
business processes. Formal representations of the organizations business processes and security sys-
tems are presented, reflecting both business operations carried out in a certain sequence and infor-
mation resources that ensure the implementation of the relevant business operations, the place of
information resources in the general outline of business processes is indicated. The circuits of the
security system business processes of and the business processes of the main object of modeling
are considered, including both business processes for managing security and business processes for
ensuring security management. The assessment of the non-uniform use of information resources in
a business process scheme is based on the consistent construction of an information resource inci-
dence matrix for individual business operations, a frequency relationship matrix reflecting the shar-
ing of information resources, and a matrix of derivatives in a discrete formulation. The proposed ap-
proach is demonstrated on a conditional example containing both the notional costs of information
resources and weighting factors of the importance of business operations that reflect their criticality
in the general contour of business processes. Estimates obtained as a result of applying the approach
make it possible to group information resources, focusing on the frequency of their joint use in the
business processes, which ultimately makes it possible to justify the choice of information resources
for protection against threats from cyber intruders.

information resources, business process, security system, frequency
matrix, discrete mathematics, threats, cyber-attacks
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OLIHKA HEPIBHOMIPHOIO
BUKOPUCTAHHA IHOOPMALIMHUX
PECYPCIB Y KOHTYPI bISHEC-TNPOLECIB

AHoOTAaLiA

Y cTaTTi 3aIpONOHOBAHO MifXiZ O OLHIOBAHHA HEPiBHOMIPHOTO BUKOPUCTAaHHA iHbOpMaIiitHux
pecypciB y 6i3Hec-miporjecax opranisanii. HaBeeHo ¢opManbHi HOsSCHEHHs SK 6isHec-Ipoliecis
i cucrem Oesmekm opraisanii, mo BigoOpaaloThb BUKOHAHHA Oi3Hec-omepauiil y meBHiit
[IOCTIZOBHOCTI, TakK i iHpOpMauiiiHMX pecypciB, sKi 3abe3ledyloTh BUKOHAHHS LMX OIlepalliil.
BusHaueHo Micie iHpOpMaLitHUX pecypciB y 3arajbHiit cucremi 6isHec-mporecis. PosrsaHyTo
KOHTypu 6i3Hec-TIpolieciB cucTeMu 6Ge3leKu Ta OCHOBHOIO 00’€KTa MOJEIIOBAHHS, SIKI MICTAThH
y co0bi siK 6i3Hec-mpoljecy /st yIpaBIiHHA 0e3IeKol0, Tak i Ti, 10 NoB’s3aHi 3 3abe3nedeHHAM
1poro ympasiiHHA. OljiHKa HepiBHOMIpPHOTO BMKOPMCTaHHA iH(OpPMALiHUX pecypciB y cxemi
6isHec-TpoljeciB 3aCHOBaHa Ha MOCTIFOBHIl MOOYHOBi MaTpuii iHIKAEHTHOCTI iH(OpMaLiiHIX
pecypciB s okpemux 6isHec-oIlepariiif, YaCTOTHOI MaTpuUIl BifHOCHH, 11O BifoOpakae CIibHe
BUKOPUCTAHHA iHPOpMaLiiiHUX pecypciB, i MaTpuli MOXifHNUX y AMCKPeTHOMY (OPMYIIOBaHHI.
3anponoHOBaHMIl MiAXiZ MPOEMOHCTPOBAHO HAa YMOBHOMY HPUK/Iafli, IO MICTUTb AK YMOBHY
BapricTh iHOpMaLiTHIX pecypciB, Tak i Barosi koedilieHTH BaXIMBOCTI 6i3Hec-omepaliii, 1110
Biflo6paXkaioTh iX 3HaYEHH: B 3ara/IbHOMY KOHTYpi 6i3Hec-1poreciB. OLiHKY, OTPUMaHi B pe3y/bTaTi
3aCTOCYBaHHA IifIXONTY, JO3BOJIAIOTH 3TPYMyBaTH iHpOpPMaIiitHi pecypcu, OpieHTYI0UNCh Ha YaCTOTY
iX CHiJIBHOrO BUKOPUCTAHHA B KOHTYpi 6i3Hec-IIpOIeCiB, IO 3PEIITOI0 fla€ 3MOTy OOIPYHTYBaTH
BuOip iHpOpMALiIHUX pecypcCiB I 3aXICTY Bif Kibep3IOBMUCHUKIB.

indopmariitzi pecypcn, 6isHec-mporiec, cucrema 6esnexi,
YaCTOTHA MAaTPULLS, JUCKPETHA MaTEMATIKA, 3arPO3K, KibepaTaku
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INTRODUCTION

Information infrastructure is a central concept that defines the entire cycle of designing and operating a business
system. The protection of information assets within the assets of an enterprise is a critical moment, the absence of
which casts doubt on the very idea of the existence of an information structure. Therefore, the support and pro-
tection of the enterprise management system implies, first of all, the support and protection of the business pro-
cesses themselves and the development of the infrastructure component of the business system, and in particular
the information system, by overcoming the infrastructure and information fragmentation of the enterprise units
(Evseev & Dorohov, 2011; Magomaeva, 2017; Milov & Korol, 2019; Stelmashonok, 2006).

The concept of information assets includes all technical and software, patents, trademarks and everything that
allows employees to realize their production potential, as well as the relationship between the company and its
major customers, government agencies, and other business entities. Protection of information assets consists in
maintaining the integrity, accessibility and confidentiality of information in business systems (Evseev, Kots &
Korol, 2015; Hamdan, 2013; Kotenko & Karsaev, 2001).

The analysis of possible threats showed that the information infrastructure should have the property of protecting
the information used in business processes. This property characterizes the ability to provide protection against
unauthorized (intentional or accidental) receipt, alteration, destruction or use of commercial, official or techno-
logical information.

The process-oriented approach to the creation (improvement) of the infrastructure for protecting information of
business processes will allow us to consider the process of formation (development) of an information protection
system as one of the auxiliary business processes that provide the basic processes of the enterprise. This makes
it possible to develop an information protection infrastructure in close interconnection with the design of oth-
er business processes, which will undoubtedly increase their integration, flexibility, balance, and manageability
(Rigin, 2012).

1. AIMS

The existing systems of protection against business objects from cyberattacks are based on threat classifiers, which
are largely focused on ensuring the security of information resources, as the goals of cyberattacks, and not on
ensuring the security of business processes directly (Evseev, Rzayev, Mammadova, Samedov & Romashchenko,
2018; Yudin & Buchyk, 2015(a), 2015(b); Yudin, Buchyk, Chunarova & Varchenko, 2014). Because of this, a certain
contradiction arises, consisting in the existence of a certain gap between the assessment of the security of the
business process and the information resource used by it. This article attempts to jointly assess both information
resources and the organization’s business processes used, taking into account the fact that the same resource can
be used in different business processes. The proposed approach is aimed at ensuring the security of business pro-
cesses of the organization, allowing you to create a circuit of business processes of the security system (Evseev,
2016, 2019).

2. RESULTS

Consideration of the proposed approach should begin by presenting the outline of the organization’s business
processes, the security system and the place of information resources in them.

The circuit of the organization’s business processes should be considered as the main object of cyber-attacks. An
organization’s business process circuit (BP) is a set of business processes and their implementation of information
resources, the implementation of which in a given sequence leads to the achievement of the organization’s goals,
which can be described as follows:

’| é http://dx.doi.org/10.21511/ed.19(1).2020.02
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Business-process security system circuit

BP Security Management

Circuit of bank business processes

A 4

A

BP check

BP planning

Services for Services for legal
individuals entities

Provision of BP Management of
BP

A

A 4

BP implementation
BP improvement

BP security providing

Source: Author’s development.

Figure 1. The circuits of the business processes of the organization and the security system

AN ={<SBE,IRBP‘,TBE>,...,<SBE1,[RBRT,TBB“ >}, )

where §” - is the loop of business processes as a set of BPs, each of which represents:

o  SPP-is the i-th business process, defined by the structure of relationships of individual business operations
performed in a certain sequence;

o IRPP - aset of information resources of the i-th business process;

o TP -aset of threats to the i-th business process.

Ensuring the protection of the organization’s business processes can be represented similar to the BP contour, but
not the security system. The security system business process circuit is a set of business processes and the resourc-
es necessary for them, the implementation of which ensures the normal functioning of the organization’s business
process circuit. This BP loop can be represented similarly, namely:

g8 _ {<SBS1 ’RSBSI ’TBSI >’.“’<SBSm ’RSBSm ,TBSm >}, @

where S is the circuit of business processes of the security system as a set of BPs, each of which represents,
SP% - i-th business process defined by the structure of the links of individual business operations that are per-
formed in a specific sequence in the security system, IR - a set of information resources protected by the i-th
business process of the security system, T75% - a set of threats, the i-th business process of the security system pro-
vides protection against.

http://dx.doi.org/10.21511/ed.19(1).2020.02 ’| 7
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The relationship between information resources (IR) and the business processes in which they are used can be
represented as an incidence matrix (A). Rows of this matrix correspond to information resources, and columns
correspond to business processes. Matrix elements are defined as follows:

1 if i—th resource is uaed by j—th process

a4y = : 3

0 in other cases

Let’s consider a truncated version of the matrix of incentivities for the bank’s business processes. As before, rows
correspond to information resources, and columns correspond to business processes. Let there be 7 business pro-
cesses and 5 information resources used in the framework of these business processes. The type of incident matrix
for this case is presented in Table 1.

Table 1. Matrix of incidents of information resources for business processes

Source: Suggested by the authors.

Business processes

Resources
BP, BP, BP3 BP, BP5 BP6 BP,
R, 1 1 - - 1 1 -
R,. 1 - LS W 1. LT 1 1
R, - 1 1 - 1 - 1
R, 1 1 - 1 1 - 1
R, 1 - 1 1 - 1 -

The objective will be to ensure, with limited financial resources, the protection of as many business processes as
possible through the protection of the information resources they use.

To solve this problem, the incident matrix must be supplemented with the cost indicators of each of the resources
used (this is an estimate of the cost of protecting the corresponding resource). The incident matrix takes the fol-
lowing form (Table 2).

Table 2. Valuation of information resources incidental to business processes

Source: Suggested by the authors.

Resources Bysmess prqcesses The cost of the j-th
BP, BP, BP, BP, BP, BP, BP, resource (ci) (UAH)
R T - LA 1 - 42.000
R LIS SR L 1 T 1 1 38.000
Rs . SN UL I L i - » 1 21.500
R M T e e T 35.700
R, : 1 : — : 1 : 1 : — : 1 : — : 12.300

If we evaluate the cost of the corresponding business process based on the cost of the resources used by
it, then in general terms the cost of the j-th business process can be calculated as:

5
Cjzz%.-ci. “)
i=1

In the example, the costs of business processes are shown in the last line added (Table 3).

’| 8 http://dx.doi.org/10.21511/ed.19(1).2020.02
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Table 3. Business processes valuations

Source: Suggested by the authors.

Resources ___Business processes : : . The cost of the i-th
BP, Bp, | BP, = BP, . BP, . BP, . Bp, . resource/(ci)(UAH)

Ry ! ! N S LIS S S S .42:000

R, - L S T L ..38.000

R b ! LSRN - LIS S SN S, L ..21:500

R, 1 L 1 35.700

5 8 S - N S A =T S S B 12.300

Business process  137.300 ~ 99.200 = 71.800 ~ 86.000 = 99.200 = 92.300 = 95200 -

Thus, using the incident matrix, an assessment was made of the value of business processes as the main activities
(activities) of the company, bringing it surplus value.

It should be noted that business processes have different values for the organization, therefore, in addition to the
cost indicators of the resources used, which can be entered into the used classification of threats, it is also neces-
sary to set the importance (or value, or priority) of the corresponding business process. Supplementing the table
used with weights of the importance of business processes (w), we can calculate the present values of business
processes using the following expression (Table 4):

5
Cj:;aij-ci-wj. Q)
Table 4. Values of business processes

Source: Obtained by authors from previous tables.

R Business processes f _1;Ir1le cost of the
Cou " ep, P,  BP, BP,  BP, _ BP, _ BP, " 'RRNC®
R, 1 1 T - A 1 - 42.000
R - 1 T 1 1 38.000
R T i 1 LN DO SO S S 1 21.500
Ry 1 ; 1 SO BRSO SRS SO S S ; 1 35700
AT 1 : - ITLYRNN S A T 1 : - 12300
Weight (value) : : : : : : :
of the business 1 : 1.2 : 11 : 1 : 1.25 : 1.3 : 1.1
_process (w) j j j e j j _
Presentvalue ofa . 457309 119040 = 78.980 = 86.000 | 124.000 | 119.990 = 104.720

business process :

The obtained estimates of the present value of the organization’s business processes make it possible to evaluate
the value of business processes to determine the sequence of protection against cyber-attacks. However, it should
be noted that the organization’s business processes are not completely independent, since in the general case the
same resource can be used in different business processes.

To correctly assess the relationship of the organization’s business processes through shared resources and, based
on this, determine the group of protected resources, we will use the methods of discrete mathematics and the
theory of partially ordered systems (Gorbatov, 1976, 2000).

The intensity of the participation of information resources in the business processes of the organization will be
characterized using the frequencies of their use. To do this, we introduce into consideration the frequency matrix
of relations F=[f ], characterizing the model M, the incidence matrix of which is AM)=[a ], .

A frequency matrix of relations F=[f,]  is a matrix, each row (column) of which is mutually associated with an
information resource, and the element f, is equal to the number of business processes in which the i-th and j-th

http://dx.doi.org/10.21511/ed.19(1).2020.02 ’| Q
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information resources are used, if i#j, otherwise (i=j) - the number of business processes in which the i-th infor-
mation resource is used. Moreover, if i=j, then f, is the natural frequency of the resource, if, then f, is the mutual
frequency of the use of resources i and j. The greater the value of f,, the greater the importance of this resource
for the organization’s business processes. The frequency matrix F is symmetric with respect to the main diagonal.
The greater the value of f,, the greater the importance of information resources of the i-th and j-th type for the
contour of the company’s business processes.

It can be shown that the frequency matrix of relations F, which characterizes the model, whose incidence matrix
A satisfies the relation:

F=A".4, (©)
where AT - transposed matrix A.

For the above example, the frequency matrix of relations constructed with respect to information resources will
have a dimension of 5x5 and will look as follows:

42232
252 3 4
F=|2 2 4 3 1
33352
2 41 2 4

To build groups of business processes similar to each other in terms of information resources used, it is necessary
to introduce the concept of a derivative over a pair of elements in a discrete formulation. Such a derivative is cal-
culated according to the elements of the frequency matrix of relations as follows:

d“:ﬁ,-—2f,»j+fjj.
y f,

This value shows the degree of uneven use of pairs of information resources in the circuit of the company’s busi-
ness processes. The matrix D:|d,-j| has the following form:

0 25 20 1.0 20
25 0 20 13 025
D=[20 20 0 1.0 6.0
1.0 13 1.0 0 25
20 025 60 25 0

The highest value in the resulting matrix is 6.0, corresponding to the pair (3, 5). As you can see from the original
incident matrix, they are practically not shared in the business processes under consideration, therefore, joint pro-
tection of these resources will lead to the protection of different groups of business processes. While the resources
included in the pair (2, 5) turn out to be similar in terms of using business processes. From this it follows that
when building the protection of resource 2, it is necessary to protect resource 5, since they are used together in a
group of business processes. An analysis of the obtained values of the matrix D will allow us to form groups of re-
sources that require simultaneous protection for the normal functioning of the organization’s business processes.

?)

Thus, the proposed approach allows quantifying the uneven use of various information resources. Accounting
for the resulting assessments can be used in constructing the circuit of business processes of the security system
with the goal of efficiently distributing limited financial resources to protect the organization’s business processes
(Isaev, 2015; Weishaupl, Yasasin & Schiyen, 2015).

20 http://dx.doi.org/10.21511/ed.19(1).2020.02
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CONCLUSION

The paper proposes an approach to assessing the uneven use of information resources in the organization’s busi-
ness processes. Formal representations of the business processes of the organization and the security system are
given, the place of information resources is indicated. The assessment of the uneven use of information resources
in the business process circuit is based on the construction of a frequency matrix of relations and the use of the
concept of derivative in terms of discrete mathematics. The basis for their construction is the incidence matrix
of information resources for business processes. The proposed approach is demonstrated using a conditional
example. Estimates obtained as a result of applying the approach allow substantiating the choice of information
resources for protection against threats of cyber-attacks.
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